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Schedule

e 16:00 — 18 Session |

* 15 min Break

e 18:15 - 20:30 Session I
30 min Break

e 21 — 22 Session Il
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Housekeeping

Course materials

Routers, cables

Break times and lunch

Restrooms and smoking area locations
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Course Objective

* Provide thorough knowledge and hands-on
training for MikroTik RouterOS advanced
wireless capabilities for small and medium
size networks

* Introduce the 802.11n wireless networking

« Upon completion of the course you will be
able to plan, implement, adjust and debug
wireless MikroTik RouterOS network

configurations

CCSP.IR
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Topics Overview

Wireless Standard overview
Wireless tools
Troubleshooting wireless clients

Wireless Advanced settings
— DFS and country regulation

— Data Rates and TX-power
— Virtual AP

CCSP.IR
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Topics Overview (cont.)

Wireless Security measures
— Access List and Connect List
— Management Frame Protection
— RADIUS MAC Authentication
— Encryption

Wireless WDS and MESH

Wireless Transparent Bridge
— WDS
— VPLS/MPLS transparent bridging

Wireless Nstreme Protocol
802.11n

CCSP.IR
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Introduce Yourself

* Please, introduce yourself to the class

* Your name
Your Company
Your previous knowledge about RouterOS
Your previous knowledge about networking
What do you expect from this course?

* Please, remember your class XY number.

(X is number of the row, Y is your seat number in the row)

My
number IS:

CCSP.IR
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Class Setup Lab

Create an 192.168.XY.0/24 Ethernet network
between the laptop (.1) and the router (.254)

Connect routers to the AP SSID “"AP_N”
Assign IP address 10.1.1.XY/24 to the wlanl
Main GW and DNS address is 10.1.1.254

Gain access to the internet from your laptops via
local router

Create new user for your router and change
“admin” access rights to “read”

CCSP.IR
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Class Setup

Your Laptop Your Router Class _
192.168.XY.1/24 192.168.XY.254/24 Access Point

Neigbor's Neighbor's N
Laptop Router K ) 10.1.1.254
192.168.XY.1/24 192.168.XY.254/24 - _—

T
H\'\-
k|

1 0.1.1.XY/24 fg Internet <
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Class setup Lab (cont.)

Set system identity of the board and wireless
radio name to “XY_<your_name>". Example:
“00 Janis”

Upgrade your router to the latest Mikrotik
RouterOS version 4.X

Upgrade your Winbox loader version
Set up NTP client — use 10.1.1.254 as server

Create a configuration backup and copy it to the
laptop (it will be default configuration)

CCSP.IR
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_ Quick Check

Interfaces Mstreme Dual Access List Connect List  Security Profiles

RadioMame  / |MAC Address Interface  |Uptime ~ |4P  |W...[Last Activity (s) | Signal... | Tx/Rx Rate |

| & 03_gringo_wlanl J00:0C:42.05:36:4C  wlanl  000200mo  no 0160 -41 12Mbps/BMbps
$»09_ivars_wlan1 |00:0C:42:18:55:17 wlanT 00:05:55 no o 1.000 ‘63 24Mbpz/EMbps
413 _john_wlan1 J0O0:0C: 42:18:55:19 wilan 00:05:30 no FiD 0.010 -43 24Mbpsz/EMbps

Jitems

« Everyone must be in main AP's registration list

o CCSP.IR
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Wireless Standards

802.11b — 11Mbps, 2.4Ghz
802.11g — 54Mbps, 2.4Ghz
802.11a — 54Mbps, 5Ghz
802.11n — 300Mbps, 2.4/5Ghz

CCSP.IR
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Wireless Bands

e 2Ghz

— B, B/G, Only-G, G-Turbo, Only-N, B/G/N,
5mhz, 10mhz

* 5Ghz
— A, A-Turbo, Only-N, A/N, 5mhz, 10mhz

CCSP.IR
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Supported Bands by chipsets

« AR5213/AR5414
— A/B/G, G-Turbo, A-Turbo, 5Mhz, 10Mhz

 AR5416/AR9160/AR9220
— A/B/G/N, 5Mhz*, 10Mhz*

*not fully supported

CCSP.IR
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Supported Freguencies

» A/B/G Atheros chipset cards usually
support such freqguencies

— 2Ghz band: 2192-2539Mhz
— 5Ghz band: 4920-6100Mhz
* N Atheros chipset cards usually support
such frequencies
— 2Ghz band: 2192-2539Mhz
— 5Ghz band: 4800-6075Mhz

CCSP.IR
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Scan List

Default frequencies from the scan-list shown
nold in the frequency field (Winbox only)

Default scan-list value from the country shown
as ‘default’

Frequency range is specified by the dash
— 5500-5700

Exact frequencies specified by comma
— 5500,5520,5540

Mixed option also possible
— default,5520,5540,5600-5700

CCSP.IR
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Wireless tools for finding the best
band/frequency
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Wireless Tools

Scan

Frequency Usage
Spectral Scan/History
Snooper

Align

Sniffer
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Scan and Freguency Usage

Both tools use the Scan-list

Interface Is disabled during the usage of
tools

Scan shows all 802.11 based APs

Frequency usage shows every 802.11
traffic

CCSP.IR
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Spectral Scan/History

Uses only Atheros Merlin 802.11n chipset
wireless cards

Range

— 2ghz, 5ghz, current-channel, range
Value

— avg, avg-peak, interference, max, min

Classify-samples
— wifl, bluetooth, microwave-oven, etc

CCSP.IR
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Spectral-history

* Plot spectrogram
* Power values are printed In different colors
* Audible option - plays each line as it is

printed on the routers speaker

— Each line Is played from left to right, with
higher frequencies corresponding to higher
values in the spectrogram

CCSP.IR
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Spectral-history
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Spectral-scan

« Continuously monitor spectral data

« Each line displays one spectrogram bucket:
— Frequency
— Numeric value of power average

— Character graphic bar
e average power value - "'
« average peak hold - "
« maximum lone floating - "

« Show Interference option

CCSP.IR
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Spectral-scan

Colie CPU{0% vl Hide Passwords [ (5}
Imterfaces
Wireless i i
E| Terminal @
Bridge
-~
PPP [admin@MikroTik] » interface wireless spectral-scan
Switch ;Rméﬁegf:mwlanz
Mesh 2189 -099 ::sziziiiiii...
P 2205 -99 rrrrrrriiiila.caaa
2221 -99  rrrrarriiiilaaiaaaeat
MPLS 2237 101 zairziriiiiecenannmnn
VPLS 2253 =99 rrrrIriiiiiao.a..
) 2269 =98 rrrzrrziioiii.oa..
Routing 2285 -99 ::iziiiiiiii....
System 2301 -101 zrrroszsiiieeee...
2317 -99 rrrrrrrriiilacaaslas
Gueues 2333 08 1rririiiiiii..aas.la..
Files 2349 -99  rrrrrrriiiilisasesataaa
2385 =100 rrrzzzrrioii....
Log 2381 =101 zzrzzzrriiilaceaeaas
Radius 2397 =99 rrrrrIrriiIila.iaaaeat.
2413 -99 rrIrIIrIllll.iceaeslaccasaaans
i 2429 101 rrrrrrrriiilacaaaaar
Mew Terminal 2445 -103 rrrrairiilenneat E
2461 103 rrrrsrrriiaeaan
MetaROUTER -
@ 2478 104 rriasiiiii...
Make Supout rf 2493 -101 $riiariiiileneaans
Manual 2508 =100 zzzzzrzrioiiieo.c...
2524 =102 zzzzzzziizczo
Exit 2540 =101 zzzzzzzzzzz.o..
[admin@MikroTik] >
CCSP.IR
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Wireless Snooper Tool

I Snooper <wlanl = {running) x|
Metvwarks |5tati-:|ns Start
| Fing | Stop
Frequenc... /| Band |\ Bddress 551D \OfFreq. (%] |OfTraf (%) |Bandwidth  |Metworks |Stations | ||
] 2412 2 AGHz-B/G 13.3 59,3 kbps ] Cloze
G 2412 24GHz-B/G 00:037FBEFOEC  kkarlis 1.3 101 11.5 kbps 1
G 2412 24GHz-B/G 00:0B:6B:37.56:94  hatspat 1.7 120 15.2 kbps 2 Settings...
b 2412 2 4GHz-B/G 00:0B:EB:4D:02:29  ap_laptop n.n 00 0 bps 1
G 2412 24GHz-B/G 00:0C:4218:0E:69  hatl 0.6 5.0 5.7 kbps 1
G 2412 24GHz-B/G 00:0C4218:330E  nnn 0.5 41 4.4 kbps 1
G 2412 24GHz-B/G 00:0C:4218:5C:38  hatspat 1.5 11.4 13.1 kbps 1
G 2412 24GHzB/G 020C42180E:69  hat 1.1 g4 9.2 kbps 1
(5] 2417 24GHzB/G 9.7 91.3 kbps 1 1
b 2417 24GHz-B/G 00:0C:42.05.05:87 0.1 1.3 7.9 kbps 1
(5] 2422 2. 4GHzB/G 3.0 26.0 kbps 0 0
(5] 2427 2 4GHzB/G 13.2 41 kbps 0 0
& 2432 2 4GHzB/G 13.1 15.9 kbps 0 1
(5] 2437 2.4GHzB/G 2.4 20.2 kbps 1 2
i) 2437 24GHz-B/G 00:0C:42:0505EF  den 1.0 431 8.4 kbps 2
& 2442 2 AGHzB/G 1.8 15.8 kbps 1 3
G 2442 24GHzB/G 00.0C420C04DE 1001114 1.3 724 11.7 kbps 3
(5] 2447 2 AGHzB/G 1.0 8.1 kbps 0 0
& 2452 2 4GHzB/G 20.6 200.3 kbps 1 1
G 2452 24GHz-B/G 00:0C:42185C:45  aaa 1.0 49 8.1 kbps 1
] 2457 2 4GHzB/G 58.3 572.2 kbps 2 3
) 2457 2 4GHz-B/G 00:0B:BB:31:5269  stendi 0.0 0.0 0 bps 1
G 2457 24GHzB/G 00.0C420C0401  stendi 0.0 0.0 0 bps 1
] 2462 2. 4GHzB/G 9.6 880.0 kbps 1 2
b 2462 24GHz-B/G 00:0C4214:08:1B  cross 89.6 100.0 880.0 kbps 2
25 items
CCSP.IR
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Alignment Tool

Il Alignment <wlanl > (running) El
Find Stark
|.-'-‘-.|:I|:|ress { |SSID |F|:-: Ou... |.-'-‘-.vg. R= ... |Last A |T:-: Ou... |Last Tx |Comect .| c
4§ O0:0Z7FBEF... kkarlis £2 £3 0.00 0.00 0 e
o, 4 00:0B:EB:37:5... hatspot -42 -43 0.05 0.00 1] Close
B, 4 00:0B:EB:40:0... ap_laptop -1 Sall 052 .00 1]
b, & 00:0B:6E:40:0... hatzpot -34 93 0.06 0.00 1] & ellings
21 00:0C:42:05:0... -83 -83 1.73 0.00 1] -
&1 00:0C:42:0C:3.. -82 -2 963 LLon Ll
& '} ODOCH20CT. WDS Test 52 5007 X
b, & 00:0C:42:0C:7... -A1 A0 0.0z -
& § 00:0C4Z180.. kot 52 51 0.02 Frame Size: |EE | Ok
&, 4 00:0C:4213:3.. rnn -7 77 0.09 Active Mode Cancel
B, 4 00:0C:42:18:5... hotspot -1l -59 0.0 Feceive Al
B, 4 00:0C: 42185, asa -96 e 991 Apply
A i 00:0C: 42158 hatspot = 5 0.0z Filter MALC Address: |EID:DD:DEI:DD:EID:DD |
&1 00:18:DE:76:1... 93 -E1 011 S Al
o, i 02:0C:42:18:0... hat -F0 -63 0.01
Frames per Second: |25 |
151t
heme Audio Moritor: |00:00.00:00:00:00 |
Audio Min: |-100 |
Audio Max: |-20 |
CCSP.IR

©MikroTik 2010
Cisco Certified Security Professional



Wireles}s Sniffer

—_—

L]

Processed Packets; | 186 | tultiple Channels
Only Headerz

Memnary Size: | 9.0 KiB v| Beceive Emars
Memaom Saved Packets: |57 Chanirel Tirme: | 00:00:00.20 3

b emary Over Limit Packets: (129 Memory Limit: |10 -

File Size: (0B File Name: -

File Saved Packets: |0 File Limit: [10 -

ile: Lirnit: i

File Owerlimit Packets: |0
Streaming Enabled

—_—

T

Time [z]
0522
0.600
0623
0646
0647
0634
0743
0749
0762
0.765
0.796
IR
04921
04931
04931

[terf. ..
Hean:
welann:
HaT:
A
Heas
Hean:
lanns
AT
A
Heas
Hean:
ian:
iaT:
Hetans
Heas

A7 itemsz [1 zelected]

Band

24GHzG
24GHzG
24GHzG
24GHz-G
24GHzG
24GHzG
24GHz-G
24GHz-G
24GHz-G
24GHzG
24GHzG
24GHz-G
24GHz-G
2.4GHz-G
24GHzG

Frequ...|Signal ...|Fate

2422
2422
2422
2427
2427
2427
2427
2427
2427
2427
2427
2432
2432
2432
2432

57 1Mbpz
-0 1Mbpz
-89 1Mbpz
896 1Mbpz
-85 1bpz
-3 1Mbpz
-87 TMbpz
-86 1Mbpz
-82 11kbp...
-87 11kbp...
-64 1Mbpz
A7 1Mbpz
76 BMbpz
90 1bpz
91 1Mbpz

Drat.
FF:FF-FF:FF:FF:FF
FF:FF-FF:FF:FF:FF
FF:FF:FF:FF:FF.FF
FF:FF-FF:FF:FF:FF
FF:FF:FF:FF:FF:FF
FF:FF-FF:FF:FF:FF
FF.FF:FF:FF:FF.FF
FF:FF:FF:FF:FF.FF
0C:0B:6B:33:0C:94
00:0B:6R:33:0C:94
FF:FF-FF:FF:FF:FF
FF.FF:FF:FF:FF.FF
FF:FF:FF:FF:FF.FF
FF:FF-FF:FF:FF:FF
FF:FF:FF:FF:FF:FF

Src.

00:0C:42:34:ER: 21
00:0c:42-31:37:18
00:0C: 42:34:ER:21
00:0B:66:31:52:69
02:0B:68:31:52:69
00271 XEQATTZ
00:0B:6E:31:52:69
02:0B:6E:31:52:69
O0:0C: 42 239014
00:0B:68:31:52:69
00271 XEQATTZ
002719 EQAT12
00 0C: 42:34:00:55
00:0F: 2E:F4:F5:F7
00:0C:42:0C:18:4E

©MIKroTik 2010
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beacon
beacon
beacon
beacon
beacon
beacon
beacon
beacon
data

data

beacon
beacon
beacon
beacon
beacon
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Wireless Tools Lab

* Enable your AP on one of the 5ghz
frequencies

* Check If that frequency Is the less

occupied by using the RouterOS wireless
tools

CCSP.IR
Cisco Certified Security Professional
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Use of DFS for automatic
frequency selection

CCSP.IR
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DFS

* Dynamic Frequency Selection (DFS)

* “no radar detect” - at startup AP scans channel
list from "scan-list" and chooses the frequency
which is with the lowest amount of other
networks detected

» “radar detect” - adds capability to detect radar
at start up for 60 seconds and avoid them by
changing frequency

* By most country regulations DFS must be
set to “radar detect”

CCSP.IR
Cisco Certified Security Professional
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DFS Lab

Enable the AP on frequency 5180Mhz
Enable DFS mode to “no radar detect”

Disable wireless interface on the AP for few
seconds and enable It back

Observe frequency jumps

CCSP.IR
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Wireless Country Regulations

i Freq uency mOd e raa Ratez Advanced WDS .. | oK 5|I
_ Mode: [ap bridge =1 || Cancel |
« “regulatory domain” o il
- restricts usage only o P |
to allowed channels . o —r—
with allowed transmit o B "‘LI =
(" Freauency Made: | requlator domain =] .

- | Aligr. |
POWETS (| I
« “manual txpower” - (e T R : — :
ignore transmit power ot

restrictions, but apply i =

. . . Diefaull &P Tx Rate: | | bpz

to frequency limitations  ..ooinne | -

« ‘“superchannel” - E_:i::lt’::f::;i“‘“

ignore all restrictions SLpme—— )
©MikroTik 2010 Cisco Certified Security Professional 3




Analyzing registration table for
troubleshooting the wireless
connection

CCSP.IR
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Troubleshooting Wireless Client

ACK-timeout

CCQ

TX/RX Signal Strength
Frames vs. HW-frames
Data-rate jumping

©MikroTik 2010
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Registration table

Il Wireless Tables x|
Interfaces | Mstreme Dual | Access List  Registration | Connect List | Security Profiles
=
|Fladiu:| I ame / |h-1.-’-".E Address ||nterfau:e |L||:utime |.-'1'-.F' |W | Last Activity 2] |Signal... |T:-:.-"H:-: Rate | |V|
403 _gringo_wlanl 00:0C:42:05:36:4C wlan 00:10:29 no no 1.010 -44 | 48kbpz/EMbps
09 ivars_wlan  00:0C:42:18:55:17 wilan 00:10:31 no no 0620 -65 48kbpz/BMbps
413 john_wlanl  00:0C:42:18:55:19 wilan 00:10:31 no no 0620 -46 48kbpz/EMbps

Il AP Client <00:0C:42

Gieneral |8EI2.1:-: Signal  Mstreme | Statistics

Radio Mame
MAC Address
Interface

I ptirme:

Ack. Timeout

Flouter0S YWersion

AP Tw Limnit:

Clignt T Limnit:

Lazt [P

W AP Client <00:0C:42
General 8021x Signal

Il AP Client <00:0C:42:18:55:19>

| Matreme | Statisticz

|
|
|
Signal To Maise: |57 dB |
|
|

|09 ivars_wlant | Last Activie |1.010 s
- 00OC: 421585517 | Signal Strenath: |44 dBm
o [wilan Tx Signal Strength: |-52 dBm
[wlan | |
- o010 3 |
- [28 us | Tu/Rx CCO: [61/73 %
a2 | P Throughput, | 28672 kbps
| | — Signal Strengths
|Hate 4 |Strength
| | Ehbps -4
Idbps B0
== 18Mbps | -43
O ap Z4Mbps | -43
36Mbps 53
[] wDs &

[] Compression
[ ] "M Enabled

General B021=  Signal  Mstreme Statistics|

Tx/R« Rate
Tx/Rx Packets
Tu/Rx Bytes

T«/Fx Frames

T«/Fx Frame Bytes

Tu/R= Hw Frames

Tx/Fx Hw. Frame Bytes

T=/RAx Packed Frames:
Tx/Fx Packed Bytes:

©MikroTik 2010

X|
| DK |
- |48Mbps/EMbps | | E— |
- |797125 |
. | Reset |
- [10.5KiB/1750 B |
| Copy to Access List |
: |?EI?.#"I 23 | | Copy to Connect List |
. 1105 KiB/1000 B | | Ping |
- [a00/304 || MCPng |
- | 29.3KiB/307 KiB | | Telnet |
| | | MACTehet |
| | | Torch |
CCSP.IR
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CCQ — Client Connection Quality

* Value In percent that shows how effective
the bandwidth is used regarding the
theoretically maximum available
bandwidth

* Weighted average of values Tmin/Treal
calculated for every transmitted frame

— Tmin is time it would take to transmit given
frame at highest rate with no retries

— Treal Is time it took to transmit frame In real
life

CCSP.IR

Cisco Certified Security Professional
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Frames vs. HW-frames

* Wireless retransmission is when the card sends
out a frame and you don't receive back the
acknowledgment (ACK), you send out the frame
once more till you get back the acknowledgment

* |If the hw-frames value is bigger
than frames value then it means that the
wireless link Is making retransmissions

| case of Nstreme you can’t compare the frames
with hw-frames

CCSP.IR
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Using advanced settings for
troubleshooting and fine tuning the
wireless connection

CCSP.IR
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Wireless Advanced Settings

Advanced Wireless Tab settings
HW-retries

HW-protection

— RTS/CTS

— CTS to self
Adaptive-noise-immunity
Configuration Reset
WMM

CCSP.IR
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Wireless Advanced Tab

__!Interface =wlant =

Data Rates Advanced | HT

frea;

Ack Timeout;

Muoize Floor Threshaold:

Pernodic Calibration:

Burst Tirne:

Hw. Fetries:

Hw. Fragmentation Threghald:
Hw. Pratection Mode:

Hwe. Pratection Threshaold:
Frame Lifetime:

Adaptive Maoize [mmunity:

Preamble Mode;

Digconnect Timeaout:

On Fail Retry Time:

|Ipdate Stats Interval:

HT MCS  wWDS
-
2007
dyriamic * | LUz
-
default *
00:01:00
* us
4
-
hiake *
0
0
ap and client mode +*
™ long © shott ™ bath
Allove Shared Key
00:00:03
100 s
v 3

ok

Cancel

Apply

Dizable

Comrment

Tarch

Freq. Uzage...

Aligr...

Sniff...

Shooper...

Reszet Configuration

| Scan... |

Simple Mode

e

CCSP.IR
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Advanced Wireless Tab

Area — string that describes the AP, used In the
clients Connect-list for choosing the AP by the
area-prefix

Ack-timeout — acknowledgement code timeout Iin
us, “dynamic” by default

Periodic-calibration — to ensure performance of
chipset over temperature and environmental
changes

Hide-ssid — whether to hide ssid or not in the
beacon frames

CCSP.IR
Cisco Certified Security Professional
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HW-retries

* Number of frame sending retries until the
transmission is considered failed

« Data rate Is decreased upon failure

« But Iif there Is no lower rate, 3 sequential
failures activate on-fail-retry-time
transmission pause and the counter
restarts

* The frame iIs being retransmitted either
until success or until client is disconnected
— disconnect-timeout reached

CCSP.IR
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HW-protection

Frame protection helps to fight "hidden
node" problem

CTS/RTS protection
“CTS to self” protection

hw-protection-threshold — frame size
threshold at which protection should be
used; 0 — used for all frames

CCSP.IR

Cisco Certified Security Professional
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RTS/CTS based protection

« RTS/CTS based protection

— Device willing to send frame at first sends
RequestToSend frame and waits for
ClearToSend frame from intended destination

— By "seeing" RTS or CTS frame 802.11
compliant devices know that somebody Is
about to transmit and therefore do not initiate
transmission themselves

CCSP.IR
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"CTS to self” based protection

» "CTS to self" based protection

— Device willing to send frame sends CTS frame
"to itself"

— As In RTS/CTS protocol every 802.11
compliant device receiving this frame know
not to transmit.

—"CTS to self" based protection has less
overhead, but it must be taken into account
that this only protects against devices
receiving CTS frame

CCSP.IR
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"CTS to self” or RTS/CTS

* |f there are 2 "hidden" stations, there Is no
use for them to use "CTS to self"
protection, because they will not be able to
receive CTS sent by other station - in this
case stations must use RTS/CTS so that
other station knows not to transmit by
seeing CTS transmitted by AP

* Use only one protection

CCSP.IR
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HW-fragmentation-threshold

Maximum fragment size in bytes when
transmitted over wireless medium

Fragmentation allows packets to be fragmented
before transmiting over wireless medium to
Increase probabillity of successful transmission

Only fragments that did not transmit correctly are
retransmitted

Transmission of fragmented packet is less
efficient than transmitting unfragmented packet
because of protocol overhead and increased
resource usage at both - transmitting and
receiving party

CCSP.IR
Cisco Certified Security Professional

©MikroTik 2010



Adaptive-noise-immunity

Adjusts various receiver parameters dynamically
to minimize interference and noise effect on the
signal quality

Works on Atheros 5212 or newer Atheros
chipset

Uses CPU power

3 options:

— None - disabled

— Client-mode — will be enabled only if station or
station-wds used

— Ap-and-client-mode — will be enabled in any mode

CCSP.IR

Cisco Certified Security Professional
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Wireless Configuration reset

=

« Sometimes after -

reconflgurlng General ‘Wireless  HT HTMCS wWDS  Msteme 0k,
Mode: | station * Cancel
advanced settings gand |56tz : oy
you might want to get R R
back the default - I
Settlngs Security Profile; | default ¥ ST:;:.}-.I-
» Use the "Reset e T
Configuration” option | | il
| Default &uthenticate Shiff...
— resets the current S
wireless cards all
Conflguratlon &dvanced Mode
CCSP.IR
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Wireless MultiMedia (WMM)

* 4 transmit queues with priorities:
« 1,2 — background
* 0,3 — best effort
* 4,5 —video
* 6,7 —Vvoice
* Priorities set by
* Bridge or IP firewall
* Ingress (VLAN or WMM)
« DSCP

CCSP.IR
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Modifying data rates and tx-power
for stabilizing wireless connection

CCSP.IR
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Basic and supported rates

M Interface <wlanl = EI

\wireless Data Rates |A|:| anced WDS Nstieme . oK

Fate o

« Supported rates — < s © o

Apply

Supported Rates B

I ¥ 1Mb ¥ 2Mb W 55Mbps M 11Mbp :
client data rates Al =

Cornment
¥ BMbps [ 9Mbps ¥ 12Mbps ¥ 18Mbps
V 24Mbps ¥ 36Mbps (I~ 4BMbps | Sd4Mbps ) Scan...

 Basic rates — link

Freq Usage...

v 1Mbps [ 2Mbps [ 58Mbp: [ 11Mbps

management data Basic Fates A/G ‘:';i

W BMbps [ 9Mbps [ 12Mbps [ 18Mbps

rates [ 24Mbps [ 36Mbps [ 49Mbps [ SdMbps Shaoper..

* |f router can't send
or recelve data at
basic rate — link
goes down

CCSP.IR
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Data rates changing options

Lower the higher supported data-rates on the
client which have stability issues

Lower the higher supported data-rates on the AP
If most of the clients have problems running on
higher data rates.

Not recommended to disable lower data rates
and leave only the higher data rates as
disconnection of the link could happen more
often

Note that AP and the Client should support the
same Basic rates to establish the wireless
connection

CCSP.IR
Cisco Certified Security Professional
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TX power

» Different TX-power for r—
each data-rate —

Dower -
» Disabling the higher
data-rates could T
Improve the signal as it S6Mos
uses higher tx-power Hbes

on lower data-rates

©MikroTik 2010

‘wDS  Mstreme T®Power | Statusz  Traffic .

"Ilgher date rate, IeSS T Power Mode: | default

Current T Powers

TxPower |Real TeP... Tatal Tx ...

18dBm
18dBm
18dBm
18dBm
12dBm
16dBm
13dBm
12dBm

18dBm
18dBm
18dBm
18dBm
18dBm
16dBm
13dBm
12dBm

CCSP.IR

18dBm
18dBm
18dBm
18dBm
18dBm
16dBm
13dBm
12dBm

*

-
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TX-power-mode

Default — uses tx-power values from cards
eeeprom

Card-rates — use tx-power, that for different rates
IS calculated according the cards transmit power
algorithm, which as an argument takes zx-
powervalue

All-rates-fixed — use one tx-power value for all
rates

Manual-table — use the tx-power as defined
IN /interface wireless manual-tx-power-table

CCSP.IR
Cisco Certified Security Professional
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Data rates Lab

» Configure the AP to allow the data-rates
up to 24Mbps data rates and test the max
throughput

* Configure the AP to allow only the 54Mbps
data rate and check the max throughput
and check how stable is the connection

CCSP.IR
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Use of Virtual AP feature for
creating multiple APs

CCSP.IR

Cisco Certified Security Professional
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Virtual AP

Used for creating a new AP on top of the
physical wireless card

Works for AR5212 and newer Atheros
Chipset cards

Up to 128 Virtual AP per wireless card

Uses different MAC address and can be
changed

Can have different SSID, security profile,
Access/Connect-list, WDS options

CCSP.IR
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Virtual AP Setup

HotSpot Server

Access Point
',.'"”'l' HotSpot 1

thernet VLAN1
I\ I / / /
HotSpot 21 N JLAN ////
N A s
Virtual AP
CCSP.IR
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Virtual AP Lab

Work two together
Connect both routers using Ethernet cable
First router
— Create 2 VLAN interfaces on that Ethernet
— Create 2 hotspots — one on each VLAN

— For one Hotspot change the background color of login page
» add background-color: ZA9F5A9, in the body line in the login.html page

Second router

— Create 2 VLAN interfaces on the Ethernet interfaces with the VLAN ID
from the first router

— Create 2 Virtual APs with different SSID

— Bridge first VLAN with first Virtual AP

— Create second bridge with second VLAN and second Virtual AP
Connect to each Virtual AP and check if one AP has different login
page
Reset the configuration and switch places

CCSP.IR
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Managing access for AP/Clients
using Access-List and Connect-List

CCSP.IR
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Access Management

 default-forwarding (on AP) — whether the
wireless clients may communicate with each
other directly (access list may override this
setting for individual clients)

« default-authentication — default authentication
policy that applies to all hosts not mentioned In
the AP's access list or client's connect list

» Both options are obsolete — same functionality
can be achieved with new connect list and
access list features

JR
©MikroTik 2010 cesp
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Wireless Access/Connect Lists

Access List i1s AP's authentication filter
Connect List Is Client's authentication filter

Entries in the lists are ordered, just like in firewall
- each authentication request will have to pass
from the first entry until the entry it match

There can be several entries for the same MAC
address and one entry for all MAC addresses

Entries can be wireless interface specific or
global for the router

CCSP.IR
Cisco Certified Security Professional
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Wireless Access List

* |t is possible to specify authentication policy for
specific signal strength range
 Example: allow clients to connect with good signal
level or not connect at all
* |t is possible to specify authentication policy for
specific time periods
« Example: allow clients to connect only on weekends
* |t Is possible to specify authentication policy for
specific security keys:
« Example: allow clients only with specific security key
to connect to the AP.

CCSP.IR
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Wireless Access List

Interfaces  Mstreme Dual Access List | Registration  Connect List | S ecurity Profiles

de == % O T

# MAC Address Interface Signal Str... | Authentication Fomwarding -
] S 00:0C:42:05:36:4C  wilan 120120 ho hio
1 S 00:0C:42:05:36:4C  wilan 120120 ves Eg
2 B 00:0C: 42:05:55:17  wlani 120120 ves NEs
F i |
MALC Addresz: | 00:0C: 42:05:36:4C - Ok
Interface: |wlanl * Cancel
Signal Strength Range: |-120..120 &pply
AP T Limit: - Dizable
Clignt Twx Limit: - Caomrment
Jitemz [1 zelected) Authentication Copy
Forwarding Remove
Private Few: |none * | Ox
Frivate Pre Shared key:
I anagement Protection ey
.~ Time
Tirme: | 08:00:00 - 18:00:00
LN v mon v tue v wied v thu v i zat
CCSP.IR
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Wireless Connect List

« Used for allowing/denying access based on:
« SSID
« MAC address of the AP
» Area Prefix of the AP
« Signal Strength Range
« Security Profile

 |tis possible to prioritize one AP over another AP
by changing order of the entries

« Connect listis used also for WDS links, when
one AP connects to other AP

CCSP.IR
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Wireless Connect List

Il Station Connect Rule <D0:0C:42:05:36:4 ll
Interface: |wlan1 ||a oK ‘
MALC Address: |UD:DE:42;D&EE:4E: | - Cancel Il Station Connect Rule <00:0C:42:18:55:1 x|
lv| Connect Interface: | wilanl |E| 0K
ssio- AC Addiess: |00.0C:42.18:5517 | & Cancel
Area FPrefix: | ! Connect . Apply |
Signal Strength Riange: |-120.120 | Comy SS'F’: APOD |~ [ Disable |
Security Profile: | default [E3] Remove Area Prefic |~ Comment
[disabled Signal Stiength Range: | 120,120 | Copy
Il Station Connect Rule <00:00:00:00:( x| Security Profile: :n:lefault | ﬂ Remove
Interface: | wlan? £ oK S abled
MAC Address: | |¥ | Carcel x|
v Cornect :ﬁ-PPHJ: Interface: | wlanl |E| Ok
$5ID: [4P00 PO s MAC Address: | |~ \ﬂ|
Area Prefix: | |* [ Comment Cennect - Apply |
Signal Strength Range: |-75 120 || Copy 55'?' ¥ [ Disable
Security Profile: |defaul || ¥ | Remove Area Frefic | v Comment
[disabled Signal Strength Bangs: | -120.120 | Copy
Security Profile: | defaul |®| | Remove
||:i:-3|: led
©MikroTik 2010 CCSP.IR
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Access/Connect List Lab

* Peer up with other group (so that there will
e two APs and two clients in one group)

» Leave default-forwarding, default-
authentication enabled

e On APs:

« Ensure that only clients from your group and
with -70..120 signal strength are able to
connect

* (Advanced) Try out Time settings

CCSP.IR
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Access/Connect List Lab

 On clients:

* Ensure that your client will connect only to
your group APs

 Try to prioritize one AP over another
 When APs have same SSID
 When APs have different SSID

* Delete all access list and connect list rules
— change places and repeat the lab

CCSP.IR
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Centralized Access List
Management — RADIUS

CCSP.IR

Cisco Certified Security Professional

©MikroTik 2010



RADIUS MAC Authentication

Option for remote centralized MAC RADIUS
authentication and accounting

Possiblility of using radius-incoming feature to
disconnect specific MAC address from the AP

MAC mode — username or username and
password

MAC Caching Time — how long the RADIUS
authentication reply for MAC address
authentication if considered valid for caching

CCSP.IR
Cisco Certified Security Professional
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RADIUS MAC Authentication

Il Security Profile <RADIUS_MAC_authent Bl Security Profile <RADIUS_MAC_authent x|
General ‘ RADIUS EAP Static Keys General RADIUS ‘ EAP Static Keys (] 4
Name: [RADIUS_MAC_authenticatic MAC Authentication...._}| | Cancel
v MAC Accounting
Mode: | none | -
m— —E || EAP Accounting Apply
— Authentication Types 1
(7] WP PSK [ ‘WPA2 PSK Internim Update: | 00:00:00 Copy
[ ] WPAEAP [ ] wWPAZ EAP MAL Format: |55 000204 Ed Remove
— Unicast Ciphers MAC Mode: | as username E
[v] tkip [] aes com .
— Group Ciphers Ma&C Caching Time: | disabled ¥
v tkip L] aescem
WA Pre-Shared Key:
WPAZ Pre-Shared Kew:
Supplicant |dentity:
Group Key Update: |00:05:00
: : CCSP.IR
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RADIUS Client Configuration

Create a RADIUS

=,

General | Statys

client under ‘Radius’ e
menu oy

Specify the Service, Caled D

|IP address of

RADIUS Server and -
S e C ret Suthentication Port;
Use Status section to e
monitor the |
connection status Flean

Src. Addiess:;

Dramairn;

©MikroTik 2010

ok
Catcel
login
v wireless ApPly
Dizable
= Comrment
- Copy
105.8.236 R
manager Reset Status
1812
1813
300 ms
Accounting Backup
-
-
CCSP.IR
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Wireless security for protecting
wireless connection

CCSP.IR
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Wireless Security

* Authentication
— PSK Authentication
— EAP Authentication

* Encryption
— AES
— TKIP
— WEP

 EAP RADIUS Security

CCSP.IR
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Security Principles

« Authentication - ensures acceptance of
transmissions only from confirmed source

« Data encryption

« Confidentiality - ensures that information is
accessible only to those authorized to have
access

 Integrity — ensures that information is not
changed by any other source and are exactly
the same as it was sent out

CCSP.IR
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Authentication

WPAX - EAP WPAX - PSK

EAP-TLS Passthrough
RouterOS, RADIUS,
EAP-TLS Any EAP

CCSP.IR
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PSK Authentication

* Pre-Shared Key Is a authentication
mechanism that uses a secret which was
previously shared between the two parties

* Most common used wireless security type
* Multiple authentication types for one profile

* Optional PSK key for each MAC address
(using Access list)

CCSP.IR
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EAP Authentication

« Extensible Authentication Protocol provides
a negotiation of the desired authentication
mechanism (a.k.a. EAP methods)

* There are about 40 different EAP methods

* RouterOS support EAP-TLS method and
also Is capable to passtrough all methods
to the RADIUS server

CCSP.IR
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Data Encryption

N

. Dynamic keys,
CSta“C.keVS’) PSK and EAP
Y
WEP TKIP AES CCM

CCSP.IR
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AES-CCM

 AES-CCM — AES with CTR with CBC-MAC

 AES - Advanced Encryption Standard Is
a block cipher that works with a fixed block
size of 128 bits and a key size of 128, 192,
or 256 bits

« CTR - Counter generates the next
keystream block by encrypting successive
values of a "counter"

©MikroTik 2010
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AES-CCM (2)

« CBC - Cipher Block Chaining each block
of plaintext is XORed with the previous
ciphertext block before being encrypted.
This way, each ciphertext block Is
dependent on all plaintext blocks
processed up to that point.

« MAC - Message Authentication Code
allows to detect any changes to the
message content

CCSP.IR
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TKIP

 Temporal Key Integrity Protocol is a
security protocol used in the IEEE 802.11
wireless networks

 TKIP Is evolution of WEP based on RC4
stream cipher

* Unlike WEP It provides
« per-packet key mixing,
e a message Iintegrity check,

* rekeying mechanism
CCSP.IR
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WEP (obsolete)

* Wired Equivalent Privacy is one of the first
and simple security type

 Does not have authentication method

« Not recommended as it is vulnerable to
wireless hacking tools

CCSP.IR
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WEP (obsolete)

Il Security Profile <WEP_security >

General |Fl.-’-‘-.DIL|S EAFP  Static Keps

M arme: |WE P_security |

I Mode: | static kews required |?| I

Il Security Profile <WEP_security =
General RADIUS Ea&P  Static Keps | 0k

( Key 0: | 40bit wep ||$|IZI:-:|1234EE?BEIEI"F Cancel

feeily,

Fep 1 |nu:une " 3| EI:-:| | Apply

— Authentication Types Key 2 |nu:une " = | EI:-:| |

WPk PSK WwPA2 PEK y 5o i Copy

[ 'wPA EAP [ ‘w2 EAP Key 3 none T Remove
— Uricast Ciphess Tranzmit K.ey: |ke_l,l ] || $|

[w] 1 P

i = " EE Private Key: |none | #| 0w/ ]
— Group Ciphers =

() Bl AP Access Rule <D0:0C:42:05:36:4C

MAC Address: |DD:DE:42:DE:38:4E

WP P
Interface: |wlan1 " * | Caticel
WHEAZ P
Signal Strength B ange: |-'I 20,120 | Apply
Supp
AP Tw Limit, | |- Dizable
Grou Client T Lirnit: | | - Cornmett

Authentication
Fonwarding

Private Key: | A0kt wen

| %] | n9a7ER4721

Frivate Pre Shared Fey: |

—»— Time

dizabled

©MikroTik 2010
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Pre-Shared Key (PSK)

* To make PSK authentication
« Use “Dynamic Keys” mode
* Enable WPAX-PSK authentication type

« Specify Unicast and Group Ciphers (AES
CCM, TKIP)

« Specify WPAXx-Pre-Shared Key

« Keys generated on association from PSK
will be used in ciphers as entry key

CCSP.IR
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Pre-Shared Key (PSK)

I AP Access Rule <00:0C:42:05:36:4C >

MAC Address; | 00:0C;42:05:36:4C | 0K
Interface: |wilan E Cancel
Signal Strength Range: |-120.120 | Wl Security Profile <PSK_security > x|
General i
AP TuLinit |y Gener 'RADIUS EAP  Static Keys 0K
Name: |14 Cancel

Client Tx Limit: | v
(_ Mode: Idynarnin:: keys " + Apply

v Authentilcati:n — Authentication Types
v| Fowarding V] WPA PSK v WPA2 PSK iz,
ER e rons %] o [ | WPAEAP [ WPA2 EAP Remove
. — Unicast Ciphers
Private Fre Shared Key: | kevkevkey? :
( . lll s et U] tkip v aes com
v Time ;
— Group Ciphers
[ tkip v aesccm
disabled WPA Pre-Shared Key: Ikeykeykey‘l _
\WPA2 Pre-Shared Key: | keykeykeyl )

Supplicant |dentiby: I |

Group Key Update: | 00-05-00

CCSP.IR
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Unicast Cipher

* Onthe AP and on Station at least one
unicast cipher should match to make the
wireless connection between 2 devices

CCSP.IR
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Group Cipher

* Forthe AP

— If on AP the group cipher will be AES and
TKIP the strongest will be used — AES

— It Is advised to choose only one group cipher
on the AP

 For the Station

— If on the Station both group ciphers are used it
means that it will connect to the AP that
supports any of these ciphers

CCSP.IR
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EAP RADIUS Security

* To make the EAP passthrough authentication
« Enable WPAX-EAP authentication type
* Enable MAC authentication
« Set EAP Method to passthrough
 Enable RADIUS client

 To make EAP-TLS authentication
« Enable WPAX-EAP authentication type
« Configure TLS option if you plan to use certificate
« Import and decrypt certificate

CCSP.IR
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EAP RADIUS Security

Security Profile <EAP_Security =
=neral | RADIUS EAP Static Keys

Il Security Profile <EAP_Security >

Generl RADIUS |EAP  Stalic Keys

/_Nﬂmﬁ-l — A { r - :
Mode: |d_l,lnamiu: keys ?| MAL Accouniing

A thentication Types
| WPA PSK | WPAZ PSK
/| WPAEAP | WPA2 EAP
nicast Ciphers
| tkip v aes com
Eroup Ciphers
| tkip ¥ aes cem
A FA Pre-shared Fey | |
PA2 Pre-Shared Key | |
\Supplicant |denfit. |00 _Teacher J/

Group Key Update: |I'JEI:EIS:EI|Z| |

[v| EAP Accounting

-------------

Interim Update: |00:00-00

MAC Format: |54 04004

MAC Mode: |as UsEIName

WD Caching Time: |disal:uled

|
3
3]
I

I Security Profile <EAP_Security

General RADIUS EAP |5tati: Keys
EAP Methods: | passthrough |E| s Cancel
TLS Mode: |no certificates [#] Apply
TLS Certificate: | nane IE3 Cor
Remove

©MikroTik 2010
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Wireless Security Lab

« Make wireless link with your neighbour
using WPA-PSK:

» Create a security profile and use the same
pre-shared key to establish a wireless
connection with your neighbour router.

* On the AP add an Access List entry with
the neighbours MAC address and specify
different PSK key, ask your neighbour to
connect to it again

CCSP.IR
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Protecting wireless clients from
deauthentication and MAC cloning
attacks

CCSP.IR
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Management Frame Protection

* RouterOS implements proprietary
management frame protection algorithm

based on shared secret

* RouterOS wireless device Is able to verify
source of management frame and confirm
that particular frame Is not malicious

* Allows to withstand deauthentication and
disassociation attacks on RouterOS based

wireless devices.

CCSP.IR
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Management Protection Settings

» Configured in the security-profile
— disabled - management protection is disabled

— allowed - use management protection if supported by
remote party

 for AP - allow both, non-management protection and
management protection clients

« for client - connect both to APs with and without management
protection
— required - establish association only with remote
devices that support management protection

« for AP - accept only clients that support management
protection

« for client - connect only to APs that support management
protection

CCSP.IR
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Management Protection key

» Configured with security-
profile management-protection-
key setting

* When interface is in AP mode, default
management protection key can be
overridded by key specified in access-list
or RADIUS attribute.

CCSP.IR
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Management Protection Lab

Work in group with 3 persons
One makes an AP
Other two connect to the AP

One of the client clones the other clients MAC
address

Check connectivity from both clients to the AP

Set the management protection to required and
specify a key on the AP and on the original client

Check which client connected — original or
cloned

CCSP.IR
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Wireless WDS and MESH

CCSP.IR
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WDS and MESH

« WDS

— Dynamic WDS Interface
— Static WDS Interface

« RSTP Bridge
« HWMP+ MESH

Reactive mode
Proactive mode

Portals

©MikroTik 2010
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WDS — Wireless Distribution
System

 WDS allows to create custom wireless
coverage using multiple APs what Is
impossible to do only with one AP

 WDS allows packets to pass from one AP
to another, just as if the APs were ports on
a wired Ethernet switch

 APs must use the same band, same SSID
and operate on the same frequency In
order to connect to each other

CCSP.IR
Cisco Certified Security Professional
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Wireless Distribution System

* One AP (bridge/ap-bridge mode) can have WDS
link with:
« Other AP in bridge/ap-bridge mode
« Other AP in wds-slave (frequency adapting) mode
* Client in station-wds mode

* You must disable DFS setting If you have more
that one AP in bridge/ap-bridge mode in your
WDS network

« WDS implementation could be different for each
vendor — not all different vendor devices could be
connected together with WDS

CCSP.IR
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WDS Configuration

* There are four different WDS operation modes

« Dynamic — WDS interfaces are created automatically
as soon as other WDS compatible device is found

 Static — WDS interfaces must be crated manually

* Dynamic-mesh — same as dynamic mode, but with
HWMP+ support (not compatible with standard
dynamic mode or other vendors)

« Static-mesh — same as static mode, but with HWMP+
support (not compatible with standard static mode or
other vendors)

CCSP.IR
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WDS Configuration

« WDS Default Cost -
default bridge port cost
of the WDS links

« WDS Cost Range - WD Hods
margin of cost that can  wos pefeu ridge
be adjusted based on
link throughput

« WDS Ignore SSID —
whether to create WDS
links with any other AP
In this frequency

WDS Default Cost:
WDS Cost Range:

©MikroTik 2010

ﬁ.l:l'-rann:e Mstreme T Power Status ..

* | |

none

100

50-150

] WDS Ignore 551D
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Dynamic WDS Interface

* |t Is created 'on the fly' and appears under
WDS menu as a dynamic interface ('D'

flag)

 When link for dynamic WDS interface
goes down attached IP addresses will slip
off from WDS interface and interface will
slip of the bridge

« Specify “wds-default-bridge” parameter
and attach IP addresses to the bridge

CCSP.IR
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Static WDS Interface

* Requires the destination MAC address and
master interface parameters to be
specified manually

« Static WDS interfaces never disappear,
unless you disable or remove them

« WDS-default-bridge should be changed to
“none”

CCSP.IR
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Static WDS Interface

e B F
Interfaces |H3treme Dual AccessList Geperal WDS |Trafﬁc 0K
(:+§ = ¥ T Master Interface: [T * Cancel allil
VirtualAP Type . bC Address| v
s I} wireless (Ather WDS Address: |{D|IEF||I MAL address> Apply 0C-42-0C-0AE
wDS : 00:00: 00:00:0
Dizable
Comment
Copy
Remove
Tarch
«|
2 items out of B |'ji5“3t'|’3'j | |
©MikroTik 2010 CCSP.IR 7
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Point-to-point WDS link

IwullH'“Hl"'I

e ol ol [ e WDS e ol o [ e

AP-Bridge AP-Bridge

CCSP.IR
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Single Band Mesh

CCSP.IR
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Dual Band Mesh

8 Internet

CCSP.IR
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WDS Mesh and Bridge

WDS Mesh is not possible without bridging

To create a WDS mesh all WDS interfaces on
every router should be bridged together, and with
Interfaces where clients will be connected

To prevent possible loops and enable link
redundancy it Is necessary to use (Rapid)
Spanning Tree Protocol ((R)STP)

RSTP works faster on topology changes than
STP, but both have virtually the same
functionality

CCSP.IR
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(Rapid) Spanning Tree Protocol

* (R)STP eliminate the possibility for the same
MAC addresses to be seen on multiple bridge
ports by disabling secondary ports to that MAC
address

 First (R)STP will elect a root bridge based on smallest
bridge ID

 Then (R)STP will use breadth-first search algorithm
taking root bridge as starting point

« If algorithm reaches the MAC address for the first time — it
leaves the link active

« |f algorithm reaches the MAC address for the second time — it
disables the link

CCSP.IR
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(R)STP Iin Action

CCSP.IR
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(RYSTP Topoloqgy

CCSP.IR
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(R)STP Bridge Port Roles

Disabled port - for looped ports
Root port — a path to the root bridge
Alternative port — backup root port (only in

RSTP)

Designated port — forwarding port
« Backup port — backup designated port

(only In RSTP)

©MikroTik 2010
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Admin MAC Address

« MAC address for the
bridge interface is taken

ene: i = from one on the bridge

Tvpe: |Bridge | Apply p or tS

MTU: (1500 | —
MAC Address: | |
= w5 e |f the ports changes a lot

— MAC address of bridge
also could change
« Admin MAC option allows

to use static MAC
address for the bridge

CCSP.IR
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RSTP Configuration

Il Interface <bridgel =

General STF |Statu3 Traffiz

.............................

.............................

Pricrity: | 8000

| hiex

PO ostp % qalp

I ax Mezzage Age: |DEI:EIEI:2EI

X

k.

Cancel

Apply

Dizable

Forward Dealy: |EIEI:EIEI:'I 5

Comment

Tranzmit Hold Count: |E

Ageing Time: |00:05:00

Copy

Femowve

Tarch

dizabled [Lnfing

* Router with the
lowest priority In
the network will be
elected as a Root
Bridge

CCSP.IR
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RSTP Port Configuration

e Cost— allows to

©MikroTik 2010

M Bridge Port <ether2:= x|
choose one path over || 2
another n:r.::: |:ndze1 B T:j
 Priority — If costs are o o | Lot
the same it is used to S L=
choose designated e (o5 5 | [Remove
Ort Paint To Paoint: |aut-:| ||$|
p . External FDE: |aut|:| ||$|
* Horizon — feature
used for MPLS
* Do not forward packet — -
to the same label ports
CCSP.IR
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RSTP Port Configuration

* There are 3 options that allow to optimize
RSTP performance:

 Edge port — Indicates whether this port is
connected to other bridges

* Point-to-point - indicates whether this port is
connected only to one network device (WDS,
wireless in bridge mode)

« External-fdb — allow to use registration table
Instead as forwarding data base (only AP)

CCSP.IR
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Layer-2 routing for Mesh

networks
MikroTik offers alternative to RSTP - HWMP+

HWMP+ Is a MikroTik specific Layer-2 routing
protocol for wireless mesh networks

The HWMP+ protocol is based on, but is not
compatible with Hybrid Wireless Mesh Protocol
(HWMP) from IEEE 802.11s draft standard

HWMP+ works only with

« wds-mode=static-mesh
e wds-mode=dynamic-mesh

CCSP.IR
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HWMP+

* To configure HWMP+ use “/interface mesh
menu - configuration is very similar to
oridge configuration.

« HWMP+ provide optimal routing based on

INk metric

* For Ethernet links the metric Is configured
statically

« For WDS links the metric is updated
dynamically depending on wireless signal
strength and the selected data transfer rate

7

CCSP.IR
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Reactive Mode Discover

« All path are
discovered on

demand, by flooding E
Path Request N
(PREQ) message In s > &2 /M:%

—————————— / C
the network. i%\ ‘//,E \ i

CCSP.IR
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Reactive Mode Response

« The destination
node or some router

that has a path to P RN

the destination will ;

reply with a Path @-—_“_{______: me,._-—-——-%

Response (PREP) %X, S
N =

== = PREP message

CCSP.IR
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Proactive Mode

* |n proactive mode some routers are
configured as portals — router has
iInterfaces to some other network, for
example, entry/exit point to the mesh
network

» Best suited when most of traffic goes
between internal mesh nodes and a few
portal nodes

CCSP.IR
Cisco Certified Security Professional
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Proactive Mode Announcement

* The portals will
announce their

2
presence by
flooding Root /

_,’:/?
Announcement & SEEee
(RANN) message A\ P \ /
in the network. \ ‘ N

CCSP.IR
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Proactive Mode Response

* Internal nodes will
reply with a Path
Registration
(PREG) message

* Result — routing
trees with roots In
the portal routers

——> - PREG message

CCSP.IR
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Portals

* Routes to portals will serve as a kind of default
routes

* If an internal router does not know path to a
particular destination, it will forward all data to its
closest portal — the portal will then discover path
on behalf of the router, If needed. The data
afterwards will flow through the portal

* This may lead to suboptimal routing, unless the
data Is addressed to the portal itself or some
external network the portals has interfaces to

CCSP.IR
Cisco Certified Security Professional
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Mesh configuration settings

* Reoptimize paths — sends out periodic PREQ messages
asking for known MAC addresses

— If no reply is received to a reoptimization PREQ, the existing
path is kept anyway (until it timeouts itself)

— Better for Proactive mode and for mobile mesh networks

* hwmp-preg-destination-only — if ‘no’ then on the Path
Requests not only the destination router could answer
but also one of the router on the way If it has route to the
destination

* hwmp-preg-reply-and-forward — effective only when
hwmp-preg-destination-only=no; Router on the way after
the reply will still forward the Path Request to the
destination (with flags that only the destination router
could answer)

CCSP.IR
Cisco Certified Security Professional
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WDS/MESH Lab

Configure the wireless interface as an AP with the same
SSID as the teachers AP

Enable Static WDS mesh mode
Create WDS link with the teachers AP
Configure the MESH — add WDS to the mesh port

Use MESH traceroute to check the path to the neighbors
router

Create WDS link with your neighbor router and add that
to the mesh port

Check again the MESH traceroute to your neighbor

CCSP.IR

Cisco Certified Security Professional
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Wireless Transparent Bridge

CCSP.IR
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Wireless Transparent Bridge

Bridging of Ethernet Clients using WDS
Bridging using AP-Station WDS

Pseudobridge mode with and without MAC
Cloning

Bridging of Wireless Clients using WDS

CCSP.IR

Cisco Certified Security Professional
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Bridging of the Ethernet Clients

wlan
/'M@“'\
v N
wds

bridge

CCSP.IR
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AP-Station WDS Link

wilan
(station-wds)

wlan
(bridge)

CCSP.IR
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Station-WDS

a Set station-wds

mode

» WDS-mode must

Frequency: | 5180

be “disabled” on the ===

tdvanced WDS | Nstreme TxPower Status .

wireless card WS Mok [ G

D5 Default Bridge: | none

a Wireless client In WoS DlokCost 10

WDS Cost Range: |50-150

Station-WDS mode e

can be bridged

©MikroTik 2010
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Pseudobridge mode

Uses MAC-NAT — MAC address translation for all the
traffic

Inspecting packets and building table of corresponding
IP and MAC addresses

All packets are sent to AP with the MAC address used by
pseudobridge, and MAC addresses of received packets
are restored from the address translation table

Single entry in address translation table for all non-IP
packets — more than one host in the bridged network
cannot reliably use non-IP protocols (pppoe for example)

IPv6 doesn't work over Pseudobridge

CCSP.IR
Cisco Certified Security Professional
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Pseudobridge Clone mode

» station-bridge-clone-mac — use this
MAC address when connection to AP

e |f this value I1s 00:00:00:00.:00.00, station
will initially use MAC address of the
wireless interface

* As soon as packet with MAC address of
another device needs to be transmitted,
station will reconnect to AP using that
address

CCSP.IR

Cisco Certified Security Professional

©MikroTik 2010



Bridging of the Wireless Clients

CCSP.IR
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Transparent Bridging Lab

» Create a transparent bridge between you
and your neighbor
* Test both methods
- WDS
— Pseudobridge mode
— Pseudobridge mode with MAC cloning

 Check the communication between the
PCs behind each router.

CCSP.IR
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Wireless Nstreme Protocol

CCSP.IR

Cisco Certified Security Professional

©MikroTik 2010



MikroTik Nstreme

* Nstreme Is MikroTik's proprietary (i.e.,
iIncompatible with other vendors) wireless
protocol created to improve point-to-point
and point-to-multipoint wireless links.

M Interface e
whDS  Matreme ‘T:-: Pawer Statuz ... 0K
E hable Mstreme Canicel
E hable Palling -
[ Disable CSMA i
Framer Policy: | none * Dizable
Framer Lirnit; | 3200 Cornrment
CCSP.IR
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Nstreme Protocol

Benefits of Nstreme protocol:
Client polling

Disable CSMA

No protocol limits on link distance

Smaller protocol overhead per frame
allowing super-high data rates

No protocol speed degradation for long link
distances

CCSP.IR
Cisco Certified Security Professional
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Nstreme Protocol: Frames

e framer-limit - maximal frame size

 framer-policy - the method how to combine
frames. There are several methods of framing:

* none - do not combine packets

 best-fit - put as much packets as possible in one
frame, until the limit is met, but do not fragment
packets

« exact-size - same as best-fit, but with the last packet
fragmentation

« dynamic-size - choose the best frame size
dynamically

CCSP.IR
Cisco Certified Security Professional
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Nstreme Lab

* Route your private network together with
your neighbour's network

* Enable Nstreme and check link productivity
with different framer policies

CCSP.IR
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Wireless Nstreme Dual Protocol
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Nstreme Dual Protocol

« MikroTik proprietary (i.e., incompatible with other
vendors) wireless protocol that works with a pair of

wireless cards (Atheros chipset cards only) — one
transmitting, one receiving

LRI VNN
T e

wlan
(RX)

CCSP.IR
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Nstreme Dual Interface

Bl Interface <nstremel =

T= Radic:

[ ]
X
General Mstreme Dual | Data Rates  Status  Traffic 0k,
wlar Cancel
R« Radio: leanE j Apply
[
Remate MAC: I{Hemnte Mstreme MAC address: Disable
TwBand [5GHz =] | [LEemment

T« Frequencty: IEE#D

Rix Band: |5GHz =l

R« Frequencty: IE'I an

Framer Paolicy: I bizst fit j

Framer Limit: {4000

|dizabled running

Set both wireless
cards into
“nstreme_dual_slave”
mode

Create Nstreme dual
interface

Specify the remote
MAC address — MAC
address of the remote
ends receive wireless
card

Use framer policy only
If necessary

CCSP.IR
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3802.11n
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802.11n

MIMO

802.11n Data Rates
Channel bonding

Frame Aggregation
Wireless card configuration
TX-power for N cards

Transparent bridging for N links
— MPLS/VPLS tunnel

CCSP.IR
Cisco Certified Security Professional
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802.11n Features

Increased data rates — up to 300Mbps
20Mhz and 2x20Mhz channel support
Works both in 2.4 and 5ghz

Uses multiple antennas for receive and
transmit

Frame aggregation

CCSP.IR
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MIMO

MIMO — Multiple Input and Multiple Output
SDM — Spatial Division Multiplexing

Multiple spatial streams across multiple
antennas

Multiple antenna configurations for receive
and transmit:

—1x1, 1x2, 1x3
— 2X2, 2X3
— 3x3

CCSP.IR
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802.11n Data Rates

Data Rate Mh/'s

MCS | Spatial Modulation Coding
= 20 MHz channel | 40 MHz channel

Index Streams  Type Rate
800ns Gl 400ns GI 800ns Gl 400ns Gl

0 1 BFSK 142 B.50 7.20 13.80 15.00

1 1 LIPSk 142 13.00 1440 2700 3000

2 1 LIPSk 3id 1960 170 4050 4500

3 1 16-C1AM 142 de00 2850 5400 BD.OO

1 1 16-C1AM 344 39.00 4330  31.00 S0.00

5 1 G- ClAMN 243 f2.00  |57.80 108.00  120.00

6 1 G- ClAMN 34 5350  |B5.00 121.50  135.00

7 1 G- ClAMN 55 G500 7220 135.00  150.00

8 2 BFPSK 142 13.00 1440 Z7.00 3000

9 2 QPSK 142 2600 (2890 5400 BD.OO

10 2 QPSK 34 3900 4330 31.00 90.00

11 2 16-C1AM 142 f2.00  |57.80 108.00  120.00
12 2 16-C1AM 34 /8.00 |8B.70 162.00  180.00
13 2 G- ClAMN 243 104.00 11560 |216.00 24000
14 2 G- ClAMN 34 117.00 130,00 |243.00 (27000
15 2 B4-0AM |56 13000 |144.40 CCSP.IR
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N card Data Rates

__ Interface =wlant =

HT HTMCS wWDS  Mstreme Tx Power
HT Supported MCS

b I ™

HT Baszic MCS

W

v
v
v

MLS 0
MCS 2
MCS 4
MCS B
MCS 8
MLCS 10
MCS 12
MCS 14

MLS 0
MCS 2
MCS 4
MLS B
MCS 8
MCS 10
MCS 12
MCS 14

b

LR RS

MLCS 1
MCS 3
MCS 5
MCS 7
MCS 3
MLCS 11
MCS 13
MCS 15

MLCS 1
MCS 3
MCS 5
MLCS 7
MCS 3
MCS 11
MCS 13
MCS 15

Statuz  Traffic

CCSP.IR
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Channel bonding — 2x20Mhz

Adds additional 20Mhz channel to existing
channel

Channel placed below or above the main
channel frequency

Backwards compatible with 20Mhz clients
— connection made to the main channel

Allows to use higher data rates

CCSP.IR

Cisco Certified Security Professional
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Frame Aggregation

« Combining multiple data frames into single
frame — decreasing the overhead

* Aggregation of MAC Service Data
Units (AMSDU)

* Aggregation of MAC Protocol Data Units
(AMPDU)

— Uses Block Acknowledgement

— May increase the latency, by default enabled only for
the best-effort traffic

— Sending and receiving AMSDUSs will also increase
CPU usage

CCSP.IR
Cisco Certified Security Professional
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Wireless card configuration

—

Advanced HT  HT MCS  wWDS  Mstreme  Tx Power  Status

HT Tx Chaing: (v O[chand] (v 1 [chaind]
HT R Chainz: (v O[chaind] v 1 [chaind]

HT AMSDU Limnit:
HT AMS0U Threshold:

HT Guard Interyal;

HT E=tenzion Channel;

HT &MPDOU Priorties
v [

4 5

8132
8132

ary!

above control

©MikroTik 2010
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Wireless card configuration

* ht-rxchains/ht-txchains — which antenna
connector use for receive and transmit

— antenna-mode setting Is ignored for N cards

* ht-amsdu-limit — max AMSDU that device
Is allowed to prepare

 ht-amsdu-threshold — max frame size to
allow including in AMSDU

CCSP.IR
Cisco Certified Security Professional
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Wireless card configuration

 ht-guard-interval — whether to allow use of short
guard interval

* ht-extension-channel — whether to use additional
20MHz extension channel; below or under the
main channel frequency

* ht-ampdu-priorities — frame priorities for which
AMPDU sending should get negotiated and used
(aggregating frames and using block
acknowledgment)

CCSP.IR
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TX-power for N cards

—

HT HTMCS5 wWDS Mstreme TxFPower | Statuz  Traffic

¢ Wh e n U SI n g tWO T Power Mode: | default

+*
. Current T Powerz
Cha‘lns at the Same Rate TePower |FReal TwP...|Taotal Tx ... -

. . Ehbps 22dBm 22dBm 2hdBm
time the tx-power IS SMbps 22dBm  22dBm  25dBm
12Mbps 22dBm 22dBm 28dBm

. 18kb 22dB 22dB 20dB
Incre ased by 3d b - 24MI:IE§ EEdEI: EEdE: EEI:IEE
J6kbps 20dBm 20dBm 23dBm
I - - 43kbps 19dBm 19dBm 22dBm
See tOta tX power Bdkdbps 18dBm 18dBm 21dBm
Column HT20-1 21dBm 21dBm 24dBm
HTz20-2 20dBm 20dBm 23dBm
HT20-3 19dBm 19dBm 22dBm
. HT20-4 18dBm 18dBm 21dBm
[ h g h HT20-5 17dBm 17dBm 20dBm
W en USI n t ree HT20-6 16dBm 1EdBm 19dBm
- HT20-7 15dBm 15dBm 18dBm
chains at the same 06 isgm isgm lodn
. . HT40-1 19dBm 19dBm 22dBm
HT40-2 19dBm 19dBm 22dBm
tlme tx-power IS HT40-3 18dBm 18dBm 21dBm
. d b 5d b HT40-4 17dBm 17dBm 20dBm
HT 40-5 16dBm 1EdBm 19dBm
Increase y HT 40-6 15dBm 15dBm 18dBm
HT40-7 14dBm T14dBm 17dBm

HT40-3 144B 1448 17dB
CCSP.IR
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Transparent Bridging of N links

 WDS will not provide the full speed — WDS
doesn’t support frame aggregation

« EOIP adds overhead

« MPLS/VPLS tunnel for faster speeds and
less overhead

CCSP.IR
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VPLS/MPLS Bridge for N link

o Establish the wireless N link AP<->Station

* Configure IP on AP and Station
— 172.16.0.1/30 on wlanl (AP)
— 172.16.0.2/30 on wlanl (Station)

* Enable LDP (Label Distribution Protocol)

— /mpls |dp set enabled=yes Isr-id=172.16.0.1 transport-
address=172.16.0.1; /mpls Idp interface add
Interface=wlanl (AP)

— /mpls Idp set enabled=yeslsr-id=172.16.0.2 transport-
address=172.16.0.2; /mpls Idp interface add
Interface=wlanl (Station)

CCSP.IR
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VPLS/MPLS Bridge for N link

» Configure VPLS tunnel

— /interface vpls add name=vplsl remote-
peer=172.16.0.2 vpls-id=1:1 disabled=no (AP)

— /interface vpls add name=vplsl remote-
peer=172.16.0.1 vpls-id=1:1 disabled=no
(Station)

» Create Bridge and bridge etherl and vplsl
interface together

CCSP.IR

Cisco Certified Security Professional

©MikroTik 2010



VPLS/MPLS Bridge for N link

» Confirm the LDP running status
— /mpls Idp neighbor print
— /mpls forwarding-table print

« Confirm VPLS tunnel status
— /interface vpls monitor vplsl once

CCSP.IR
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VPLS bridge and fragmentation

 VPLS tunnel increases the packet size

 |If it exceeds the MPLS MTU of outgoing
Interface fragmentation is used

* If case the ethernet interface supports MPLS
MTU 1526 or greater fragmentation can be
avoided by increasing the MPLS MTU

— /mpls interface set 0 mpls-mtu=1526

— List of RouterBoards that supports big MPLS MTU
can be found on the wiki page

CCSP.IR
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Outdoor setup

» Test each chain separately before using
both chains at the same time

* For 2 chain operation suggested to use
different polarization for each chain

* When used dual-polarization antennas,
Isolation of the antenna recommended to
be at least 25db

CCSP.IR

Cisco Certified Security Professional

©MikroTik 2010



802.11n Lab

» Establish the N link with your neighbor

» Test the performance with one and with
two chains
* Create the transparent bridge using VPLS

CCSP.IR
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