7/4/2014

MikroTik RouterOS
Training

Routing

Vahid Shahbazian fard jahromy www-LearnMikroTik.ir

Schedule

@ 09:00 — 10:30 Morning Session |
- 10:30 — 11:00 Morning Break
@ 11:00 — 12:30 Morning Session I
+ 12:30 — 13:30 Lunch Break
@ 13:30 — 15:00 Afternoon Session |
-15:00 — 15:30 Afternoon Break
@ 15:30 - 17:00 (18.00) Afternoon Session i

Instructors

* Vahid Shahbazian fard jahromy
* Training, Support & Consultant

» Specialization: Wireless, Firewall, The Dude,
Routing

Housekeeping

a Course materials

a Routers, cables

a Break times and lunch

@ Restrooms and smoking area locations

Course Objective

@ Provide thorough knowledge and hands-on
training for MikroTik RouterOS basic and
advances routing capabilities for small and
medium size networks

a Upon completion of the course you will be able
to plan, implement, adjust and debug routed
MikroTik RouterOS network configurations.

Introduce Yourself

a Please, introduce yourself to the class
+ Your name
+ Your Company
+ Your previous knowledge about RouterOS
+ Your previous knowledge about networking
+ What do you expect from this course?

a Please, remember your class XY number.

(X is number of the row, Y is your seat number in the row)

My numberis:
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Class Setup Lab
a Create an 192.168.XY.0/24 Ethernet network
between the laptop (.1) and the router (.254)
a Connectrouters to the AP SSID “MTCREclass”
@ Assign IP address 10.1.1.XY/24 to the wlanl
@ Main GW and DNS address is 10.1.1.254

a Gain access to the internet from your laptops
via local router

a Create new user for your router and change
“admin” access rights to “read”

Class Setup

Your Laptop Your Router Class

192.168.XY.1/24 192.168.XY.254/24 Access Point
-

Mom{x\(}zh' e

Neigbor's Neighbor's o
Laptop Router - : 10.1.1.254
192.168.XY.1/24 192.1 68.XY‘254124’ .

% 0.1.1.XY/24

™

& Internet

oY

Class setup Lab (cont.)

a Set system identity of the board and wireless
radio name to “XY_<your_name>". Example:
“00_Vahid”

@ Upgrade your router to the latest Mikrotik
RouterOS version 6.x

a Upgrade your Winbox loader version
a Set up NTP client — use 10.1.1.254 as server

a Create a configuration backup and copy it to
the laptop (it will be default configuration)

Simple Routing

Distance, Policy Routing, ECMP, Scope,
Dead-End and Recursive Next-Hop Resolving

Simple Static Route

a Only one gateway for

a single network

Genera! | Atrbuies (o]

Ix

@ More specific routes
in the routing table

L s : abll
.,  have higher priority

CheckBatenas [ ]~
inicas

= than less specific

o 2 Route with destination
T — network 0.0.0.0/0
S —

basically means

[isabled | [

“everything else”

Simple Routing Lab
@ Ask teacher to join you in a group of 4 and
assign specific group number “Z”

a Use any means necessary (cables, wireless) to
create IP network structure from the next slide

a Remove any NAT (masquerade) rules from your
routers

a By using simple static routes only ensure
connectivity between laptops




IP Netwerk Stricture

To Laptop To Laptop

10.10.2.0/30

Z — your group number

To Laptop

Questions!
a Is it possible to manually create routes that will
ensure
+ load balancing
+ failover
+ best path
a Is it possible to create routes in this situation?

a Lets take a look!

ECMP Routes

@ ECMP (Equal Cost
Multi Path) routes
have more than one
gateway to the same
remote network

General | Atibutes
oy
metece [
CheckGatewsy | |w
e —

[disabled [ [

PR

a Gateways will be
used in Round Robin
per SRC/DST
address combination

@ Same gateway can be
written several times!!

“Check-gateway” Option

@ You can set router to check gateway
reachability using ICMP (ping) or ARP protocols

a If gateway is unreachable in a simple route —
the route will become inactive

a If one gateway is unreachable in an ECMP
route, only the reachable gateways will be used
in the Round Robin algorithm

a If Check-gateway option is enabled on one
route it will affect all routes with that gateway.

ECMP Lab

@ To avoid routing loops

+ Only one participant creates ECMP to every
192.168.XY.0/24 network with “check-gateway”

+ Other participants adjust simple routes to reach
each other without routes though the first participant

a Check the redundancy
a Use traceroute to examine the setup

a Use “Undo” to get back pre-lab configuration -
only then proceed to next participant and
start over

Configuration Example

=

Routes ‘MES

[FHE] k] s fa ]
Desination 7 | Gateway [Interface [Distance[Pref. Source [+

DAC P 192.1680.0/25 etherd_clackwise 019216801

DAL P 192.168.0.192/26 ether2_anticlackwise 0192.168.0.254

DAC PP 192.168.100.0/24 ether]_to_laptop 0,192,168.100.254

A5 P1921687101.0/24 182168062, 1921680193 ether3_clockwise, etherd 1
AS | P19216871020/24 192168062, 1921680193 etherd_clockwise, ether2_anticlockwise 1
A5 P192168102.0/24 192.168.0.62, 192168.0.193  etherd clockwise, ether_anticlockwise 1

6 items
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“Distance” Option

a To prioritize one route over another, if they both
point to the same network, using “distance”
option.

a When forwarding a packet, the router will use
the route with the lowest distance and reachable
gateway

Route Distance Lab
a Create 2 separate routes for each participants
local network:

+ One route clockwise with Distance=1
+ One route anticlockwise with Distance=2

a Check the redundancy by disabling clockwise
gateway IP addresses

a Use traceroute to examine the setup

Route Distance Lab

To Main AP To Laptop

To Laptop

BACKUP To Laptop

LINK

7

To Laptop

Configuration Example

=
Rt |m.|es
[#]=] [

| Destination o |Gatewsy Inteitace

Distance | Pref. Source [=l
192.168.0.1
0132.165.0.254

0/132.165.100.254

DAC, P 132166.0.0/28 ether3_clocknise
DAC, P 132166.0192/28 ether?_articiocknise
DAC| P 132168.1000/24 etherl_to_laptop

5 P152168.101.0/24  192168.0.193 ether?_anticlockwise
&5 P 192168.101.0/24 192 168.062 etherd_clockwise

E P152168.1020/24  192168.0.193 ether2_anticlockwise
A5 P1S2160.1020/24 192168062 ether?_clochnise

5 P192168.1030/24  192166.0193
A5 P132160.0030/24 192168062

ether2_articlockmize
ether3_clockwize

RPN

3 items

Observed Behaviour

@ Traffic has no problems to pass clockwise

@ In the case of “check-gateway” failure only
affected router will pass traffic anticlockwise —
every other router will continue to send it
clockwise

@ Solution:

+ If traffic starts to go anticlockwise, it should be
routed anticlockwise until it reaches destination

Routing Mark

@ To assign specific traffic to the route — traffic
must be identified by routing mark

a Routing marks can be assigned by IP firewall
mangle facility only in chains prerouting and
output

a Packets with the routing mark will be ignored by
main routing table, if there is at least one route
for that routing mark (if none main routing table
will be used)

@ Each packet can have only one routing mark




7/4/2014

Routing Policy Lab
a Mark all traffic that passes the router (chain
prerouting) in anticlockwise direction

a Create a route for marked traffic (use routing-
mark option) and send it in anticlockwise

direction

@ Check the redundancy by disabling clockwise
gateway IP addresses

a Use traceroute to examine the setup

Mark Routing Rule Example

[ M ew manglerie =]
Geneidl | Advanced Evio Action Stalislics Gened Advanced Evsa Achon | Stalisics 3
Chai. precouting s Actione | mk ouing 3 [ caen |
Sic. Addess = Mew Fiting Mask: | anichckitd S ew |
Dt Adevess: - v. Passthvough Duatie
Protocek: - Conmens:
Copy
= [_Fowom
g - Reset Courvers
P2P: bt | Feset Al Courtere
In Inkeface: ||| ether_clockemse | %] &
Out Inkerl e -
Packet Mark: v
Cormechon Mark: -
Foouing Wark:
Cormection Type: -
Connection State: -

Configuration Example

x

Foutes | Fules

[H[E] (e
Destination /| Gateway [Intertace [Distance|Routing Mark_|Pref. Source =

DAC P 132168.0.0/26 etherd_clockwice 0 13216801

DAC P 192168.0.152/26 ether2_anticlockuise 0 192 168.0.254

DAC P 132168.100.0/24 ether]_tolapiop 0 192.168.100.254

A5 P19216B101.0/24 1921680193 ether2_anliclockvise 1 anticlockwiise

S PplE2ieal0N0/2 1921620153 ether?_anliclockvise 2

A5 P19216B101.0/2¢ 192168062 etherd_clockuise 1

A5 P 1921BE1020/24 1921860153 ether?_anticlockvise 1 anticlockwiise

S plSzieBl020/2¢ 1921680153 ether? 2

AS P 1921661020024 1921BB.0E2 ether3_clockwise 1

A5 P19216B1030/2¢ 1921680193 ether_anliclockvise 1 anticlockwie

S pia2iEal030/24 1921E801%3 ether?_anliclockvise 2

A5 P19216B1030/2¢ 192168062 etherd_clockuise 1

12 items

Time To Live (TTL)

@ TTL is a limit of Layer3 devices that IP packet
can experience before it should be discarded

@ TTL default value is 64 and each router reduce
value by one just before forwarding decision

@ TTL can be adjusted in IP firewall mangle
facility

@ Router will not pass traffic to the next device if it
receives IP packet with TTL=1

@ Useful application: eliminate possibility for
clients to create masqueraded networks

Changing TTL

Genersl | Advanced Esia Action Statislics
Chain | presoubng
Sic. Addres

Dst. Addhess

Puolocok

PP

In Intedzos: (| other!_to_spicp | ®
Oul Intectace:
Packet Maik
Connecton Mok

Flouting Mask

Canrection Type:

Cornecicn State

General | Advarced Exa 4clon | Stasstics

x|
Actiar: | change TTL ® Cancel

TTL Action

@ change  C incement € decrement

NewTTL: [6

Flasol Couriers_ |
Rest Al Courters |

Recursive Next-hop Resolving

a It is possible to specify gateway to network even
if gateway is not directly reachable — by using
recursive next-hop resolving from any existing
route

a Useful for setups where middle section between
your router and the gateway is not constant
(iBGP for example)

a One route must be in scope of other route for
recursive next-hop resolving to work
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Scope/Target-Scope

@ Route's scope contains all routes that “scope”
value is less or equal to its “target-scope” value
Example:

0 ADC dst-address=1.1.1.0/24 pref-src=1.1.1.1
interface=etherl scope=10 target-scope=0

1AS dst-address=2.2.2.0/24 gateway=1.1.1.254
interface=etherl scope=30 target-scope=10

2 A'S dst-address=3.3.3.0/24 gateway=2.2.2.254
interface=etherl scope=30 target-scope=30

Scope Route type Target Scope

=
o —z=04
20 10
30 10
40 30
200

Other Options

a “Type” option allows to create dead-end
(blackhole/prohibit/unreachable)routes to block
some networks to be routed further in the
network

a “Preferred Source” option points preferred
router source address for locally originated
packets

Clean-up Lab

a Delete all mangle rules
a Delete all IP routes

a Leave all IP addresses and network structure
intact

Open Shortest Path First
(OSPF)

Areas, Costs, Virtual links,
Route Redistribution and Aggregation

OSPF Protocol

@ Open Shortest Path First protocol uses a
link-state and Dijkstra algorithm to build and
calculate the shortest path to all known
destination networks

@ OSPF routers use IP protocol 89 for
communication with each other

@ OSPF distributes routing information between
the routers belonging to a single autonomous
system (AS)
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Autonomous System (AS) OSPF Areas

@ An autonomous system is a collection of IP @ OSPF allows collections of routers to be
networks and routers under the control of one grouped together (<80 routers in one group)
entity (OSPF, iBGP ,RIP) that presents a a The structure of an area is invisible from the
common routing policy to rest of the network outside of the area.

» ASis identified by 16 bit number (0 - 65535) » Each area runs a separate copy of the basic
+ Range from 1 to 64511 for use in the Internet link-state routing algorithm
+ Range from 64512 to 65535 for private use » OSPF areas are identified by 32-bit (4-byte)

number (0.0.0.0 — 255.255.255.255)

@ Area ID must be unique within the AS

© MikroTik 2008 37 © MikroTik 2008 38

Router Types

@ Autonomous System Border Router (ASBR) - a
router that is connected to more than one AS.

+ An ASBR is used to distribute routes received from
other ASes throughout its own AS

@ Area Border Router (ABR) - a router that is
connected to more than one OSPF area.

+ An ABR keeps multiple copies of the link-state
database in memory, one for each area

@ Internal Router (IR) — a router that is connected
only to one area

© MikroTik 2008 39 © MikroTik 2008 40

Backbone Area

a The backbone area (area-id=0.0.0.0) forms the
core of an OSPF network

a The backbone is responsible for distributing
routing information between non-backbone
areas

a Each non-backbone area must be connected to

the backbone area (directly or using virtual
links)

© MikroTik 2008 41 © MikroTik 2008 42
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Virtual Links

@ Used to connect

remote areas to
ﬂ the backbone
area through a
non-backbone
area

[ New 05FF virtual Link

irtual
Neighbor ID: (0000

TransitAvea: [EEES

@ Also Used to connect two parts of a partitioned
backbone area through a non-backbone area

© MikroTik 2008 43

© MikroTik 2008 44

N<PE Arnac

0
lame ~Area D |Tupe | Authentic . DefaullC_|Ineitac,
Kbore TN 0 delndt rare

e

© MikroTik 2008 45

OSPF Networks

| a It is necessary to
specify networks
and associated
areas where to
look for other
OSPF routers

2 You should use exact networks from router
interfaces (do not aggregate them)

© MikroTik 2008 46

OSPF Neighbour States

@ Full: link State | T ek s sesarss vieitoss(teston: Jens s

databases Router ID 7 [Addiess [State. [State Changes |
completely L1 ER— i
synchronized

@ 2-Way:
bidirectional
communication
established e

@ Down,Attempt,Init,Loading,ExStart,Exchange:
not completely running!

© MikroTik 2008 47

OSPF Area Lab

@ Create your own area
+ area name «Area<Z>»
+ area-id=0.0.0.<zZ>
@ Assign networks to the areas
@ Check your OSPF neighbors and routing tables

@ Owner of the ABR should also configure
backbone area and networks

@ Main AP should be in ABR's OSPF neighbor list

© MikroTik 2008 48
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0SPF x| -
*a Router ID @ Default route is not considered as static route
Networks  Aieas Area Ranges Vitual Links  Meighbors - NBM# Neighbors LS4
+]=] 5 K osP setings ) must be
Interface 7 [Cost \Priority__|Authentic...| .. |Network Type |Area |7 . R
: unique i
[ 5 settings X ithin th s |l
Goneral [ Menes Status within the
+|=| = 2 [s
P , £
- AS | Destination 7 | Gateway [Distance | Riouting Mark | Pref [ [ [+
Redistibute Defaut Route: [rever || %) l P 00000 10581 1 etherd N
R o — o
Redistibuts: Stalic Routes: [paC P00 — 0 1001017 bridgel
" — DB | P10.1.101.0/24 W 20 bridgeT
Redistibue FIP Routes: 3 DAC P 10580/24 i 1058120 atherd
Redisibute BGP Routes: [0 5] ~las | PI000133 10581 0 10999 iopl
K1 - D DAB P 10130724 101.101.239 20 bridgel
Dtems DAB B 10124 mz:} —tereress 5w bridge’
D4B | P 1015102 101,101,239 E) brge
DAR P 172161030 101,101,245 120 bridge
@ Router ID can be left as 0.0.0.0 then largest IP 4_.{ Dan pribled oo i e %
- . rioge’
address assigned to the router will be used i e b 2]
38 items

Redistribution Settings External Type 1 Metrics

a if-installed - send the default route only if it has
been installed (static, DHCP, PPP, etc.)

@ always - always send the default route

@ as-type-1-remote routing decision to this
network will be made based on the sum of the

external and internal metrics
Total Cost=49

@ as-type-2 — remote routing decision to this
network will be made based only on external Cost=9
metrics (internal metrics will become trivial)

External Type 2 Metrics Redistribution Lab

a Enable type 1 redistribution for all connected
routes

a Take a look at the routing table

Cost=10

Total Cost=1Q,

@ Add one static route to 172.16.XY.0/24 network

a Enable type 1 redistribution for all static routes
a Take a look at the routing table
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Interface Cost
— < a All interfaces

Ineface: |Nowrks Apasn AresFlonges VtualLiks | Neighbors

= i have default
cost of 10

== ) & s Tooverride
default setting
you should add
new entry in
interface menu

@ Choose correct network type for the interface

Designated Routers

@ Toreduce OSPF traffic in NBMA and broadcast
networks, a single source for routing updates
was introduced - Designated Router (DR)

@ DR maintains a complete topology table of the
network and sends the updates to the others

@ Router with the highest priority (previous slide)
will be elected as DR

@ Router with next priority will be elected as
Backup DR (BDR)

@ Router with priority O will never be DR or BDR

OSPF Interface Lab

@ Choose correct network type for all OSPF
interfaces

@ Assign costs (next slide) to ensure one way
traffic in the area

@ Check your routing table for ECMP routes

@ Assign necessary costs so backup link will be
used only when some other link fails

@ Check OSPF network redundancy!

@ Ensure ABR to be DR your area, but not in
backbone area

Costs

To Main AP To Laptop

To Laptop

BACKUP. To Laptop

LINK

NBMA Neighbors

[moser =

@ For non-broadcast e wws s s visisse s (o voionr)
networks it is '
necessary to

; i
specify neighbors
manually =

[ oo |

[ Femove

j0nems

a The priority determines the neighbor chance to
be elected as a Designated router

Stub Area
x| @ A stub areais an area
dreatiome: [aest | which does not
et receive AS external
[ T—
N routes.
i e — =~ | @ Typically all routes to
Iniect Summar LS4
vt 1| ) Remme external AS networks
ot T can be replaced by
ptvemaces [T one default route. -
Negbos [0 this route will be

adscentNeghbors [0 |

disabled

created automatically
distributed by ABR

10
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Stub area (2)

a «Inject Summary LSA» option allows to collect
separate backbone or other area router Link
State Advertisements (LSA) and inject it to the
stub area

a Enable «Inject Summary LSA» option only on
ABR

a «Inject Summary LSA» is not a route
aggregation

a «Inject Summary LSA» cost is specified
by«Default area cost» option

Not-So-Stubby Area (NSSA)

=@ NSSAis a type of stub
freabane: (el | area that is able to
Aeall:i 0000 | transparently inject AS
g external routes to the

. ‘ backbone

Authentication [I[ngv ’pr| . -
bttt L | @ «Translator role» option
allow to control which

Wetaces 8]
sovelnetaces 0| ABR of the NSSA area
Neghbs [0 | will act as a relay from
AdiscertNeighbors: [0 | ASBR to backbone
dizabled area

OSPF AS

Area Type Lab

a Set your area type to «stub»
a Check your routing table for changes!

a Make sure that default route redistribution on
the ABR is set to «never»

a Set «Inject Summary LSA» option

+ on the ABR to «enable»
+ on the IR to «disable»

Passive interface
— = @ Itis necessary to

Ineface: |Nowrks Apasn AresFlonges VtualLiks | Neighbors

s } assign client
8 e OSPE x|
= networks to the

ot

o mmmmm: - areaor else stub
L . area will consider
e = == those networks as
A — M..".,d__g — external.
B ==& X e It is a security
—_ : issue!!!

State dowm

@ Passive option allow you to disable OSPF
“Hello” protocol on client interfaces

Area Ranges
@ Address ranges are used to aggregate
(replace) network routes from within the area
into one single route or delete them

a It is possible to

assign specific

cost to
aggregate route

Oiters

11
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Route Aggregation Lab

a Advertise only one 192.168.2.0/24 route instead
of four /26 (192.168.2.0/26, 192.168.2.64/26, 192.168.2.128/26,
192.168.2.192/26) into the backbone

a Stop advertising backup network to the
backbone

a Check the Main AP's routing table

Summary

a For securing your OSPF network
+ Use authentication keys (for interfaces and areas)
+ Use highest priority (255) to designated router
+ Use correct network types for the area
a To increase performance of OSPF network
+ Use correct area types
+ Use route aggregation as much as possible

OSPF and Dynamic VPN Interfaces

@ Each dynamic VPN interface

+ creates a new /32 Dynamic, Active, Connected
(DAC) route in the routing table when appears

+ removes that route when disappears
@ Problems:

+ Each of these changes results in OSPF update, if
redistribute-connected is enabled (update flood in
large VPN networks)

+ OSPF will create and send LSA to each VPN
interface, if VPN network is assigned to any OSPF
area (slow performance)

\\ “F’F’o:?,,
:BR\ .l‘:\

N

S
=4

\\ alt ‘PPE ar,%ai::
< PO o

Q
Seaven clients

“PPPoE area” Lab (discussion)

a Give a solution for each problem mentioned
previously if used area type is “stub”

a Try to find a solution for each problem
mentioned previously if used area type is
“default”

12
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OSPF Routing Filters

a The routing filters may be applied to incoming
and outgoing OSPF routing update messages
+ Chain “ospf-in” for all incoming routing update
messages
+ Chain “ospf-out” for all outgoing routing update
messages
@ Routing filters can manage only external OSPF
routes (routes for the networks that are not
assigned to any OSPF area)

© MikroTik 2008 73

Routina Filters

[FiefixLengih  Tope | BGR/BGFAS. |Acte v

© MikroTik 2008

74

Routing Filters and VPN

@ It is possible to create a routing filter rule to
restrict all /32 routes from getting into the OSPF

@ It is necessary to have one aggregate route to
this VPN network :
+ By having address from the aggregate VPN
network to the any interface of the router

-Suggestion: place this address on the interface where
VPN server is running

—=Suggestion: use network address, the clients will not be
able to avoid your VPN service then

+ By creating static route to the router itself

MikroTik 2008

~
a

Rniitina filtare Piila

| =
Maichers ‘ Actions EIK =
Chairt [ospt out [#]) | cancel on: | refec [3]) [ cancel
Prei | [ b 1L e
, - S
(BfsLonin T2 | Disable Diable
MetchChan | |+ SetScope: | |+
Comment Comment
- SelTagetSoope ||~
Distance: [ ] = b =
- sebelsowcs [ |+
sepe ] Ea— r—
Target Scope - Set In Nexthap: s
Pref.Source [ | = SetinMeshopDirect: | |%
O e —
RowsCommert | |= SetPouinghak [ |+
v T SetfoueCommert: | |+
e —— L —
v BGP Communies
e O
[ Invert Match veBGRP—————————
v BGP Commurilies
~=RIP
disabled [disabled
© MikroTik 2008 76

Routing and point-to-point

interface
VLAN, IPIP, EOIP,point-to-point addressing

MikroTik 2008

Virtual LAN (802.1Q)

@ Virtual LAN (VLAN) allows network devices to
be grouped into independent subgroups even if
they are located on the same LAN segment

a For routers to communicate the VLAN ID must
be the same for VLAN interfaces

@ Ports on the router supports multiple (up to
4095) Virtual LANs on a single ethernet
interface

@ VLAN can be configurated over other VLAN
interface - “Q-in-Q” (from 802.1Q)

© MikroTik 2008 78

13
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VLAN Example

(2.2.2.0/24
~y

vlanl: 1.1.1.1/24
vian2: 2.2.2.1/24
vlan3: 3.3.3.1/24

3.3.3.0/24

Y

© MikroTik 2008 79

Creating VLAN Interface

¥, Hide Passwords (71

[ interface List

© MikroTik 2008 80

VLAN on Switch

a VLAN-compliant switch ports can be assigned
to one or several groups based on VLAN tag

@ Switch portin each group can be set to

+ Tagged mode — allows to add group's VLAN tag on
transmit and allows to receive frames with this tag

+ Untagged mode — allows to remove this group
VLAN tag on transmit, and allows to receive only
untagged packets

+ <Undefined> — port have no relation to this group
a Trunk port - tagged port for several VLAN

groups
MikroTik 2008 81

VLAN Lab

@ Restore default backup
a Create the group of 4

a Connecttogether using wireless - one AP, 3
clients

a Create VLAN link to each participant

@ Assign /30 networks to VLAN links and check
them

© MikroTik 2008 82

IPIP

a |IP protocol 4/IPIP allows to create tunnel by
encapsulating IP packets in IP packets and
sending over to another router

@ IPIP is Layer-3 tunnel — it can not be bridged

@ RouterOS implements IPIP tunnels according
to RFC 2003 — it should be compatible with
other vendor IPIP implementations

@ To create a tunnel you must specify address of
the local and remote router on both sides of the
tunnel

© MikroTik 2008 83

Creating IPIP Interface

) Hide Posswonds I )

Ineiace Ehemet EGP Tuarel (E1ums) VLaH VRRP Bondng
| CEIEEIEIL] =
Name o Type [T I TuFac_ |RiFac. -

[0 = antertace X
s Tt

Mame: P | Cancel

Type [IP Turrel ey
Wi | [ owate |
=
Renole Addiss: [10.1.1.101 [ com |

Remove

© MikroTik 2008 84
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IPIP Lab

a Replace all VLANs (from previous lab) with IPIP
tunnels

a Check that you are able to ping remote address
before creating a tunnel to it

@ Assign /30 IP addresses (from previous lab) to
IPIP interfaces and check all tunnels

/30 Addressing

P2P_int2: 2.2.2.2/30
P2P_int3: 3.3.3.2/3@

. AnyIP &
network :
(LAN, W, Internet)

.

Tunnell: 1.1.1.1/30
Tunnel2: 2.2.2.1/30
Tunnel3: 3.3.3.1/30

P2P_int1:1.1.1.2K30

.

Point-to-point Addressing

a Point-to-point addressing utilizes only two IPs
per link while /30 utilizes four IPs

a There is no broadcast address, but network
address must be set manually to the opposite IP
address. Example:

—Routerl: address=1.1.1.1/32, network=2.2.2.2
—Router2: address=2.2.2.2/32, network=1.1.1.1

a There can be identical /32 addresses on the
router — each address will have different
connected route

Point-to-point Addressing

P2P_int2: 3.3.3.3/32 P2P_int3:4.4.4.4/3
Network: 1.1.1.1  Network: 1.1.1.4

“Any IP network”

v P2P_int1:1.1.1.1/32
(LAN, WAN, Internet) ot

Network: 2.2.2.2

P2P_int2:1.1.1.1/32
Network: 3.3.3.3

P2P_int3:1.1.1.1/32
Network: 4.4.4.4

0..
.

Network: 1.1.1.1
P2P_int1:2.2.2,2/32

Addressing Lab

@ Replace all /30 addresses on IPIP interfaces
(from previous lab) with /32 point-to-point
addresses.

a Ensure that every other participant will be able
to ping you by IP address XY.XY.XY.XY via all
IPIP tunnels

a Analyse how much IP addresses were utilized
on IPIP tunnels for whole group setup!

Ethernet Over IP (EOIP) Tunnel

a |IP protocol 47/GRE allows to create tunnel by
encapsulating Ethernet frames in IP packets
and sending over to another router

a MikroTik proprietary protocol

a EOIP is Layer-2 tunnel — it can be bridged

a To create a tunnel you must specify remote
router's address and choose unique Tunnel ID

a Check that your EOIP interface have different
MAC-address than on opposite side.

15



7/4/2014

Creating EolP Tunnel EOIP and Bridging

wle ¥l Hide Paswerd: I 1
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Any IP network
(LAN, WAN, Internet)

o

Hame: [ccxp-rmell]
e Type: |EalP Tunmel
et M7 [1500

MAC Address: |02 CaBAEA4105 |

P e %]

Femots Address: [1011.23
Turnel 10: [23 |

s[rleel

Bridge

Local network Local network
192.168.0.1/24 - 192.168.0.100/24 192.168.0.101/24 - 192.168.0.254/24
|

- = | Sy
.i1 J’ ..‘I.1
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EolP Lab

@ Replace all IPIP tunnels (from previous lab) with
EOIP tunnels

@ Check that you are able to ping remote address
before creating a tunnel to it

# Bridge all EolP interfaces with local interface

@ Check Winbox Loader neighbour discovery
feature (“...” button)
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