MikroTik RouterOS
Training Class

MTCNA Townet Wispmax 3 Febbraio 2010



Schedule

® Training day: 9AM - 6PM
® 30 minute Breaks: 10:30AM and 4PM
® 1 hour Lunch: 01:00PM



Course Objective

® Overview of RouterOS software and
RouterBoard capabilities

® Hands-on training for MikroTik router
configuration, maintenance and basic
troubleshooting



About MIKroTik

® Router software and hardware manufacturer

® Products used by ISPs, companies and
individuals

® Make Internet technologies faster, powerful
and affordable to wider range of users



MikroTik's History

1995: Established

1997: RouterOS software for x86 (PC)
2002: RouterBOARD Is born

2006: First MUM




Where 1s MikroTik?

® Riga, Latvia, Northern Europe,
EU



Where 1s MikroTik ?




Introduce Yourself

® Please, introduce yourself to the class
® Your name
® Your Company

® Your previous knowledge about RouterOS

(?)

® Your previous knowledge about networking

(?)

® What do you expect from this course? (?)

® Please, remember your class XY number.

8



MikroTik RouterOS



What Is RouterOS ?

® RouterOS is an operating system that will
make your device:

® a dedicated router
® a bandwidth shaper
® a (transparent) packet filter

® any 802.11a,b/g wireless device
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What Is RouterOS ?

® The operating system of RouterBOARD

® Can be also installed on a PC



What Is RouterBOARD ?

® Hardware created by MikroTik

® Range from small home routers to
carrier-class access concentrators
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First Time Access

Null Modem
Cable

Ethernet
cable

L
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Winbox

® The application for configuring RouterOS

® |t can be downloaded from



Download WInbox

Routers & Wireles

home ‘ products SoltWware wireless

0

RouterOS Installation
Metinstall

h™ (g
“mire ™ MikroTik everywhere:AP |CPE | Network Monitor |
MUM Poland 2008 Router0S Software

(UL

Downlocad the Metinstall utility to install
any Router(S version. Netinstall uses
the packages you can download on the
left.

[info] [docs] [wiki] [Fforum] [download

s Install Help
« |pgrade Help

Full RouterCs installation packages
(requires a Torrent client):

M T

« RputerDs 2.9.50 Torrent
o Rputer0s 3.0rcl3 Torrent

B 7 Sols / Utilities

Winbox configuration tool 2.2.13
The Dude network monitor

Trafr sniffer reader for limux
Bandwidth test tool for Windows
Meighbor viewer for Windows
Other tocls in the Archive

The first MikroTik User Meeting (MUM} of Major features:

2008 will take place in Poland.

Best wireless performance
Improved Nstreme performance
Powerful QoS control

P2P traffic filtering

High availability with VRRP
Bnndina of Tnterfares

s registration for MUM
s registration for training before MUM

MikroTik Training
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Connecting

Click on the [...] button to see your router

****** x| WinBox Loader v2.2.11

Connect To: IDD:DC:42:1 —:a1:48 | Connect
_ MAC Address IF Address [ entity Yarsion
Login: I ngoc-az-1C:81:48  192.168.100.1 MAikroTik, 3.0rc13

Passward:

[EEN



Communication

® Process of communication is divided into
seven layers

® Lowest is physical layer, highest is
application layer



Application
N -

- Presentation
S— e

Session

Transport

Network

Data Link

Physical

1
Q



MAC address

® |tis the unique physical address of a
network device

® |t's used for communication within LAN
® Example: 00:0C:42:20:97:68



1P

® ltis logical address of network device

® |t is used for communication over
networks

® Example: 159.148.60.20



Subnets

® Range of logical IP addresses that
divides network into segments

® Example: 255.255.255.0 or /24



Subnets

® Network address is the first IP address of
the subnet

® Broadcast address is the last IP address
of the subnet

® They are reserved and cannot be used



132 255.255.255.255

/30 255.255.255.252 4-2
/29 255.255.255.248 8-2
128 255.255.255.240 16-2
27 255.255.255.224 32-2
126 255,255.255.192 64-2
/25 255.255.255.128 128-2
124 255.255.255.0 256-2
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Selecting IP address

® Select IP address from the same subnet
on local networks

® Especially for big network with multiple
subnets



Selecting IP address

Example

Clients use different subnet masks /25 and /26
A has 192.168.0.200/26 IP address

B use subnet mask /25, available addresses
192.168.0.129-192.168.0.254

B shoulc

B shoulc

not use 192.168.0.129-192.168.0.192
use IP address from 192.168.0.193 -

192.168.0.254/25
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Connecting

Ethernet
Cable

Winbox




Connecting Lab '

® Click on the Mac-Address in Winbox

® Default username “admin” and no
password



Diagram

7

Your Laptop Your Router

Class AP
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Laptop - Router

® Disable any other interfaces (wireless) in
your laptop

® Set 192.168.X.1 as IP address
® Set 255.255.255.0 as Subnet Mask
® Set 192.168.X.254 as Default Gateway



Laptop - Router

® Connect to router with MAC-Winbox

® Add 192.168.X.254/24 to Etherl

IF

IPwE

MPLS

YPLS

Riouting
Swskem
Llueues

Files

Log

R.adius

Tools

Mews Terminal
MekaROUTER
Make Supout, rif

Manual

ARF

Accounting

DHCP Relay
DHCP Server
(]

Firewall
Hokspok
IPsec
Meighbors
Packing
Fool
Raoutes

SHMP

k|| = (% O T
Address Metwork. Broadcask Interface
L
Address: |192.168.100.1[24 (ol
Metwork: 7 Cancel
Broadcast; - Apply
Inkerface: |etherl ¥

Disahle
Cormrment

Copy

Remove

2 items (1 selected)
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Laptop - Router

® Close Winbox and connect again using
|IP address

® MAC-address should only be used when
there is no IP access



Laptop Router

Diagram
Class AP
Your Laptop Your Router %
> e 0 oD
%t“’?“% ~ /_g Internet
192,168 X 102.188.X.25 & —_—
1 L.



Router Internet

Class AP 1
[ ]

o / ::l
/_; Internet
. K&//
J

Your Laptop| Your Router

192.168.X 8.X.25
1 . 4




Router - Internet

® The Internet gateway of your class is
accessible over wireless - it Is an AP
(access point)

® To connect you have to configure the
wireless interface of your router as a
station



Router - Internet

To configure
wireless
Interface,
double-click
on It’'s name

Eridge

Mesh

PPP

IP

IPvE

MPLS

WPLS

Routing
Syskem
QuUeUEs

Files

Log

Radius

Tools

Mew Terminal
MetaR.OUTER.
Make Supaut, rif

Interface <wlanl >

Interfaces | streme Dual ¢ General ‘Wireless |wWDS  Nstreme Status  Traffic
&+~ v | 8 A Made: *
Mame Type Band: |2.4GHz-EJG ¥
Frequency: |Z41z * | [MHz
S5ID: |abc -
Scan Lisk: hat
Security Profile: | default *
Antenna Mode: |antenna a *
Default AF Tx Rate:  bps
Default Client Tx Rate:  hps

v| Default Authenticate
4 v| Default Forward

1 item out of 5 {1 selected)

w

Hide 5510

(0].4

Zancel

Apply

Enable

Camrnent

Torch

Scan. ..

Freq. Usage...

Align. ..

aniff. ..

Snooper. .

Reset Configuration

Advanced Mode




Router - Internet

To see available AP use scan button
Select classl and click on connect
Close the scan window

You are now connected to AP!

Remember class SSID classl



Router - Internet

® The wireless interface also needs an IP
address

® The AP provides automatic IP addresses
over DHCP

® You need to enable DHCP client on your
router to get an IP address



Router - Internet

P [ ARpP DHCP Client

IPvE " Accounting 10' = MNew DHCP Client E3 I:I
MPLS Addresses Interf. pHCP | Skakus O m
WPLS DHCP Client " - |

Inkerface: |ether1 Cancel

Rauting ¥ DHCF Felay

. -
Syskem I* DHCP Server Hostnams: HpBly
— DS Clento: [ v |

Files Firevall LUse Peer DNS

ey

Copy

Log Hotspat Use Peer MTP

; Remove
Radius IPsec &dd Defaulk Rouke
Toals " Neighbors Default Route Distance: |III | Release
Mew Terminal Packing Renew
MetaROUTER Paoal
Make Supout, rf Routes
ranual SHMP 0 items disabled |stu:u|:u|:-eu:|




Router - Internet

Check Internet
connectivity by
traceroute

Toals

Mews Terminal
MetaROUTER
Make Supout, rif
Manual

Exit

Tracerouke

w

BTesk Server
Bandwidth Test
Ernail

Flood Ping
Graphing

IP Scan

M&C Server
Metwatch
Packet Sniffer
Ping

Ping Speed
Telnet

Torch

Traceroukte

Traceroute To:

159.145.60.20

Packet Size: |56
Tirngouk: |1
Protocol: |icmp

65
Src. Address:
DSCP:
Fuouking Table:
& Haosk
] 10, 1

1 159,145,

2 10, 105
2 in 21

:

¥

-

-

-
Tirme 1 Time 2 hal
Ims 1lms 1m
1ms 1lms 1m
2ms 2ms 2m
Arae drnc 2rn



Router Internet

~

Class AP

4 / v _'"\-...--——---...&\HI
/_g Internet
lﬂ k&//
Wireless

. J

Your Laptop | Your Router

—

DHCP-Client




Laptop - Internet

-
IF dddresses m di
Routing Routes Static | Cache
Fartz FPool
EH | Settings
Hueues ARP
. i H Mame Address TTL [=] -
Dirivvers Fireswall
System Socks Bl DHS Seitings E]
File=z UPHP Frimame OHS: [1.1.7.1 k.
Log Traffiz Flaw Cec DHS: (0000 Cancel
SHMP Accounting
_ v Allow Remote Requests
zers Services
) . tMax IDP Packet Size: 512
Fadiusz Packing
Tools Neighbors Cache Size: | 2048 KiB
Telnet Wwieh Proxy
Pazsword DHCF Client
Certificates DHCP Server
) 0 items
kake Supout.if D'HCF Relay

Your router too can be a DNS server for your
local network (laptop)



Laptop - Internet

® Tell your Laptop to use your router as
the DNS server

® Enter your router IP (192.168.x.254) as
the DNS server in laptop network
settings



Laptop - Internet

® Laptop can access the router and the
router can access the internet, one more
step is required

® Make a Masquerade rule to hide your
private network behind the router, make
Internet work Iin your laptop



Frivale alll FPuUublIiC
space
<

:"5.. internet ‘"';

a7

® Masquerade is used for Public network access,
where private addresses are present

® Private networks include 10.0.0.0-10.255.255.255,
172.16.0.0-172.31.255.255, 192.168.0.0-
192.168.255.255
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Laptop - Internet

IP

R outing

Fortz

Gueues
Drrivers
Suyztem

Files

Laog

SHMP

Uszers

R adius

Tools

Mew Terminal
Telnet
Faszword
Certificates
Make Supout.rif
b arial

E it

Addresses

Routes

Firewaall

Socks
PP
Traffic: Flows
Accounting
Services
Packing
Meighborz
DMS

Wwieb Promy
DHCF Client
DHCP Server
DHCF Relay
Hatzpaot

IPzec

B Hew HAT Rule

General

Action:

Advanced  Extra

mazguerade

Action | Statiztics

=]

Ll =]

t |Ir'|. Inter...|EIut. Int...|B_l,lt|V|

Cornment

Copy

Rezet Counters

Reszet All Counters

nh




Check Connectivity

Ping from your laptop

@00 Terminal — sh — 65x13

sh-2.2# ping www.mikrotik.com

PING mikrotik.com {174.26.189.121): 56 data bytes

64 bytes from 174.26.189.131: icmp_sed=0 ttl=40 time=217.
64 bytes from 174.26.189.121: icmp_sed=1 ttl1=40 time=211.
64 bytes from 174.26.189.121: icmp_seq=2 ttl1=40 time=211.
64 bytes from 174.26.189.121: icmp_seqg=3 ttl=40 time=212.
64 bytes from 174.26.189.131: icmp_seqg=4 ttl=40 time=211.¢

64 bytes from 174.26.189.121: icmp_sed=5 ttl1=40 time=211.

AL

-—-- mikrotik.com ping statistics ---

6 packets transmitted, 6 packets received, % packet loss
round-trip minsavg/max/stddev = 211.044/212.630/217.852/2.380 ms
sh-3.2#

»n b



What Can Be Wrong

Router cannot ping further than AP
Router cannot resolve names

Computer cannot ping further than router
Computer cannot resolve names

Is masquerade rule working

Does the laptop use the router as default
gateway and DNS

4
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Network Diagram

Class AP
Your Laptop Your Router B | P
m Ay e
192.168.X. 168.X.25 - _—

1 4 .
DHCP-Client



User Management

® Access to the router can be controlled

® You can create different types of users

| Sysken Ao Ilpgrade
Queues Certificates sers |Gr|:||_||:|s active Users  55H Keys
#=e]x e
Leg doresle |Name £ |Gru:uu|:| |.ﬁ.|||:-l"“ J. | 1
Radius Drivers 311 syskem defaulk user
Toals " Health 4 admin Ful Mame: |Your_Mame Ok
Mews Terminal Hiskarsy: Group: |Full |i| Cancel
| o = [
MManual Logging
Exit NTP Client
MTP Server
Packages
Password
ports
Reboot 1 item (1 selected) disabled
Resources
Scheduler
Scripks
Shutdown

Stores

4
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User Management
Lab

® Add new router user with full access
® Make sure you remember user name
® Make admin user as read-only

® Login with your new user



Upgrading Router Lab

® Download packages from
ftp://192.168.200.254

® Upload them to router with Winbox
® Reboot the router

® Newest packages are always available on



Upgrading Router

[_1 normisa10.7.0.115 (demol

® Use
combined
RouterOS
package

® Drag it to the
Files window

A
%

L T4

WinBo

ros

=

Rout

Intefaces
Wireless

Bridge

Users

Radius

Tools

MNew Teminal
Telnet
Password
Lertficates
Make Supout rif

Marual

17:02:04 Memory:[46.7 MiB CPLI{5% Hide Passwords

e

& File List

[&]
EI | Backup || Restore |

|F|IE Name £ |T'_.'pe HV|
[E1 MileraTile 24112007 2121 bachkup Backup

23.9 MB of 60... |50% free




Package Management

RouterOS
functions
are enabled
by packages

Sysbem

Cueues

Files

Log

Radius

Tools

Mew Terminal
MetaROUTER
Make Supout,rif
rlanual

Exit

Auto Upgrade
Zertificates
Clack.
Consale
Drivers
Health
History
Identity:
License
Logging
MTP Client

Password
Parts

Rebook

Package List

T

Marne
S routeros-mipsbe

12 items

& advanced-...
Sdhcp
& hotspot

Sppp
Siroukerboard

Sirouting

B security
& system
Swireless

Yersion
3.27
3.27
3.27
3.27

3.27
3.27
3.27

3.27
3.27
327

Diovangrade

Build Tirne

Julf16/2009 11:35:45
Jul{16/2009 12:33:56
Julf16/2009 12:34:03
Julf16/2009 12:34:25

Jul{16/2003 12:34:05
Jul{16/2009 12:34:52
Jul{16/2009 12:34:10

Julf16{2009 12:34:01
Julf16/2009 12:33:52
Julf16{2009 12:34:30

(62}



Package Information

advanced-tools Email client, ping, netwatch
dhcp DHCP Server and Client
hotspot HotSpot Gateway
ntp NTP server
ppp PPP, PPTP, L2TP, PPPoE
routerboard HuuterEC}AED specific
functions
routing RIP, OSPF, BGP
secur Secure Winbox, SSH,
Y IPSec
wireless Wireless 802.11a/b/g
User-Manager
user-manager
management system
ipvB IPvE




Package Lab '

Disable wireless

Reboot

Check interface list

Enable wireless



Router ldentity

Option to set name for each router

EIEES Certificates Identity: |=Y_NourMame
Files Clock,
Log Console

Radius Drivers
Taals Health

Mew Terminal Hiskor
MetaROUTER Idenkity

o1



Router ldentity

|ldentity information is shown in different places

IF

R outing
Forts
Hueues
Crrivers
Suystem
Filez
Log
SHEP
Users
Hadius

Toals

I* Addrezzes
» Routes
Paal " .
ARF i
Meighbors | Dizcoveny Interfaces
Firewall
I* Socks v
UPHE |Interfan:e ||'--1.-'1'-.E Address |I|:||3r'|tit_l,I 4 |F'Iatfn:urm |"-"ersin:un |.-'1'-.§
i A etherl 00:0C: 42:10:00:4E  MikraTilk MikraTilk, 35
Traffic Flow A ether 00:0C:42:1C:85: 74 MikraTik kMikraTik 3.5
Aceauntin A etherl 00:0C:42:03:25:25 MikraTik MikraTilk, 35
g A ether 00:0C:42:1C:858E MikraTilk MikraTilk, 3.3
Services A etherl 00:0C:42:03:44.E¥  MikraTik MikraTilk, 3.3
E A ether 00:0C:42:21:928E Ongin-B MikraTik. 3.5
_ A etherd 0:0C:42:21:93:8C  Ornign-B MikroTik 3.5
I Meighbors A ether 00:0C: 42000234 RB1000_=witch  MikraTik 3.4
S E— e 2 e e T ) AT :

o1



Router Identity Lab '

Set your number + your name as router identity



NTP

® Network Time Protocol, to synchronize
time

® NTP Client and NTP Server support in
RouterOS



Why NTP

® To get correct clock on router

® For routers without internal memory to
save clock information

® For all RouterBOARDs



NTP Client

NTP package is not required

Syskem

LUeUEs

Files

Log

Radius

Tools

Mew Terrninal
MetaR QUTER.
Make Supaout, rif
Manual

Exik

Auko Upgrade
Certificates

Clock.

Consol AllE E3

NTP Client

v| Enabled

Mode: |unicast

Criver|  1ME | Manual Time Zone
Histor Time: |15:13:33 Apply
Identil - —
Time Zone Mame: |EuropefRiga +*
Licens
Loggin GMT Offset: |+03:00
NTP w| DST Active
Packai
Passw
Parts Last Bad Packet:
Fielok Last Bad Packet Reason:
Resources

K
K

Cancel

Apply




Configuration Backup

® You can backup and restore
configuration in the Files menu of
Winbox

® Backup file is not editable

ile Liskt




Configuration Backup

® Additionally use export and import
commands in CLI

® Export files are editable

® Passwords are not saved with export

[export file=conf-august-2009

[ 1p firewall filter export file=firewall-aug-2009
/ file print

/ import [Tab]



Backup Lab

® Create Backup and Export files
® Download them to your laptop

® Open export file with text editor



Netinstall

Used for installing and reinstalling
RouterOS

Runs on Windows computers

Direct network connection to router Is
required or over switched LAN

Available at



Netinstall

3 Mikrotik Router Installer ¥3.3

.List of routers
.Net Booting

.Keep old
configuration

.Packages

ok WNBE

.Install

=10 =]

— Routerz/Dinves

Label | MAC addresz / Media | Status | Software ID:I

Help I

ey ||
[T Keep old configuration

IP addrezs: I I I_

Gatewa: I

Baud rate: I - I

Browse... I

Fet key...

kake Hoppy | MHet booting | [retall | Cancel | [T Configure soript: I I
—Packanes

St I ;I Save set | Delete zet I

Fram: IE:'\DDcumentS and Settingz‘Administrator\Des Browsze. .. I Select all | Select nu:-nel

MHame | Werzion | Description | -

&, advanced-tool: 3.3 email client, pingers, netwatch and other utilities |

&, calea 33 lawfuilly authorized electronic surveilance

&=, dhep 3.3 DHCP client and server

&=, dude 33 Metwork, monitaring and management

&, gps 33 Provides support for GPS.

= o Lo hd

|L|:ua|:|ed 24 package(s)

»




Optional Lab

Download Netinstall from ftp://192.168.100.254
Run Netinstall

Enable Net booting, set address 192.168.x.13
Use null modem cable and Putty to connect

Set router to boot from Ethernet



RouterOS License

® All RouterBOARDSs shipped with license
® Several levels available, no upgrades
® Can be viewed in system license menu

® License for PC can be purchased from
or from distributors



License

Update License kKey

Swskenn ¥ Auko Upgrade License | %]
Queues Certificates Software [D: | 3XOV-YEUS | | ok |
Files Clock Upgradable To: |vé.x | [ Pasteker |
Log Console ,
Level: |4 | | Impotk Key. .. |
Radius Drivers e | |
eatures:
Tools " Health | e |
) Expkesln:l |
Mesww Terminal Hiskory | By Mew Key... |
MetaR JUTER Idenkit | |

Manual Logaing |

»



Obtain License

MIRIL L IR RULELEES cIU WV Eiea S

. MT hitp: f fwww.mikrotik.com/ -'rQ- Inquisitor

Routers & Wireless carch ;

home | products | software | wireless | sitemap| support| buy

Main Buy Our customers About us Press Download Jobs
o
MikroTik everywhera:AP |CPE | Network Monitor |User Manager |HotSpot ®y |Yore Router

Mike vewis

JJ\ J_J\ MikroTik Newsletter this week:

Login to —
your account e

. Best wireless performance

L
LY 2
¥ mikrane©

finfo] [docs] [wiki] [forum] [downloa

= New product

= Winbox improvements

= NASA/NOAA uses Router0OS
« MNew package files

Issue Mo.005

RouterBOARD 333: $180 USD

® registration for MUM « Improved Nstreme performance
» registration for training before MUM + Powerful QoS control
= P2P traffic filtering
MikroTik Training + High availability with VRRP
+ Bonding of Interfaces
February 5- Prague, Czech * Improved interface
6 Republifc Futureshep|  gmalier and Less resource-hungry
|Prague. Czech Naromir « Tons of other new features
February 7 Repgijbli'c Cihak « Advanced Quality of Service
Feb v L 1 « Stateful firewall, tunnels
1;_;‘;’"" I:g:ge;;* CitraWeb | = STP bridging with filtering
! } « High speed B02.11a/b/g wireless with
February  1padan, Nigeria GDES WEP/WPA
Farea | + WDS and Virtual AP
February . ] ! + HotSpot for Plug-and-Play access
Recife/PE, Brazil MD Brasil -
159-22 | o | = RIP, OSPF, BGP routing
February Krakow, Mikrotik + remoete WinBox GUI and Web admin
25-27 Poland sk = telnet/mac-telnet/ssh/conscle admin
= + real-time configuration and monitoring
2625 South Africa  MIRO S B
4 Detailed Description
Ratam Tzland




Update License tor
802 11N

Features:

Expires In:

* 8-symbol software-ID system IS

Introduced
* Update key on existing routers to get full

features support (802.11N, etc.)



Summary



Useful Links

- manage licenses,
documentation

- share experience
with other users

- tons of examples



Firewall



Firewall

® Protects your router and clients from
unauthorized access

® This can be done by creating rules in
Firewall Filter and NAT facilities



Firewall Filter

® Consists of user defined rules that work
on the IF-Then principle

® These rules are ordered in Chains

® There are predefined Chains, and User
created Chains



Filter Chains

® Rules can be placed in three default
chains

® input (to router)
® output (from router)

® forward (trough the router)



Firewall Chains

Output
Input ‘Pin from ther
g Vinogx ———

Forward
WWW E-Mall



IF

IPvE

MPLS

VPLS

Riouting
Swskem
Llueues

Files

Log

Radius

Tools

Mews Terminal
MetaR QUTER
Make Supaout, rif
Manual

Exit

Firewall Chains

ARP
Accounting
Addresses
DHCP Client
DHCP Relay
DHCP Server
DiMS

Firewall

Hokspok
IPsec
Meighbors
Packing
Pool
Raoutes
SMMP

Services

Firauall

Filter Rules

AT Mangle Serwvice Ports  Connections  Address Lisks  Layver7 Protocals

Im. Ink, .. [Dwk, I... |Bytei™

gp kT 00 Reset All Counters all ¥
# Ackion Chain Src. Address |Dsk, Address |Prok... |Src. Port  |Dsk, Pork

4

0 ikems

~




Input

® Chain contains filter rules that protect the
router itself

® Let's block everyone except your laptop



Add an accept
rule for your
Laptop IP
address

x|

| || ” ||A—.|||'E'I|c=h =l I = PO [ L I (=

_

Filter Rules |N.-'1‘-.T Mangle Semice Portz  Connections  Addresz Listz Laper? Protocols

x|

|-|-||=l| |Q;?||$€| || |T| |.;"Z Fezet Counters ||uu Feszet All Counters | | Finct |l | =]
i | |.ﬂ-.n::ti-:|n |Ehair'| |5rn:. Address |Dst. Address |F'rn:-t-:|... |5rn::. Part |Dst. Part |Ir'|. Inter...lEIut. ... |B_I,It|"|
x
General Adwvanced Extra  Action |Statisti|:$ | ] |
Action: | accept ¥ | Cancel |
add dst to address list | Apply |
add grc to address list
drop | Disable |
jump
I
;-Essthruugh | Comment |
reject | Copy |
retu_rn
tarpit | Remaove |
1| | Reset Counters |
O itemns | Fezet &ll Counters |
Packet M ark: | | -
Connection M ark: | | -
Routing b ark: | | -

-




Input

Filter Rules |H.-'l'nT Mangle Service Portz  Connections  Address Liste  La

=1 (R | s W o Feset Counters || oo Reset All Cour

Add a- drop rUIe # Achion Chain Sro. Address | Dt Address | Proto... | S P

In input chain L BT | X
General Advanced Ext atizhics Ok

to drop - 3 S
everyone else Py
Dizable
Cormment

(00}



Input Lab

® Change your laptop IP address,
192.168.x.y

® Try to connect. The firewall is working

® You can still connect with MAC-address,
Firewall Filter is only for IP



Input

® Access to your router is blocked
® Internet is not working

® Because we are blocking DNS requests as
well

® Change configuration to make Internet
working



Input

® You can
disable MAC

accessinthe .. .,
MAC Server ?:I:IEI EEEEEE ! ;r::;;;f_reﬂ Telnet Interfaces | WinBox Interfaces  Active Sessions

kAT Ping Server
Faszwarn d BTest Server + T ’
I I I e n u Certificates Traffic Manitaor Lr‘lulterface T
Make Supout. rif Packet Sniffer

® Change the
Laptop IP
address back
to 192.168.X.1,
and connect
with IP

(00}



Address-List

® Address-list allows you to filter group of
the addresses with one rule

® Automatically add addresses by
address-list and then block



Address-List

® Create different lists

® Subnets, separates ranges, one host
addresses are supported

Filter Rules  MAT  Mangle  Service Porks | Connectiongll Address Lists B awer? Protocols

EE l@ll JENEd
e [~|
Cammen 19
Copy
disabled
0 ikems

(00}



Address-List

Ackion: |add src to address list

| |
* | Cancel |
&ddress Lisk: |Blocked b | Spply |
Timeouk: |00:10:00 e
. Ad d - f = | Disable |
SPECIIC [ commere |
h [ cw |
ost to e |
ad d reSS I iSt | Reset Counkers |
| Reset all Counters |

® Specify timeout
for temporary
service




AOQAress-LISst In
Firewall

Mew Firewall Rule | x|
ieneral Advanced |Extra  Ackion | Statiskics | e’ |
arc, Address List B | allowed ¥ | . | Cancel |
Dsk, Address List: h | Apply |
Layer? Protocol: - | Disable |
| Cormrment |
Conkent: e
[ o |
® Ability to block [ Remoe |
Per Connection Classifier: -
Src. MAaC Address: - | eSS HEMIERS |
by source and oo
2k, Bridge Port: -
destination e .
Inaress Prioriky: -
addresses DSCP (T05): v
Packet Size: -
Random: -
TP Flags
*  [I_MP Options
IPv4 Options: -

(o0}



Address-List Lab ‘

® Create address-list with allowed IP
addresses

® Add accept rule for the allowed addresses



Forward

® Chain contains rules that control packets
going trough the router

® Control traffic to and from the clients



® Create a rule\

that will block
TCP port 80
(web browsing)

® Must select
protocol to
block ports

Forward

_]

Fiter Bules | MAT  Mangle  Service Portz | Connections  Address Lists  Laver? Protocols

o
#

Action

[ iternz

Chairn

I Mew Firewall Rule

i

00 Reset All Counters

Src. Addrezz |Dszt, Address |Proto... | Src. Port Dzt Park

Gereral Adwanced Exstra  Action | Statistics

Action: | drop

¥

accept

add dzt to addrezs list
add =rz o addrezs list
drop

jLimp

lag

pazzthrough

reject

return

Larpit

x|

x|

all ¥

In. lnter... | Ot nt... | Byl »

ak

Cancel

Apply

Dizable

Commett

Copy

R emowve

Rezet Counters

Reset &ll Counters




Forward

® Try to open
® Try to open

® Router web page works because drop
rule is for chain=forward traffic



LISl Ul VWCEII-KITUVVI

-~ 1~
( Port Protocol Service )

80 TCP WWW, HTTP

22 TCP SSH

23 TCP Telnet

53 TCP/UDP DNS
21,20 TCP FTP
8291 TCP Winbox

123 UDP NTP

443 TCP HTTPS, SSL
5678 UDP MNDP
8080 TCP MikroTik Proxy
20561 UDP MAC-Winbox

M ICMP Pings

9



Forward

B New Firewall Rule

Create a rule that will
block client’s p2p
traffic

Rezet Counters |

Rezet all Counters |

(o]



Firewall Log

® Let's log client - pr——

General Advanced Esxtra Action | Stakistics

pings to the router -

Log Prefi: | 1CKP -

ok

Cancel

Apply

Dizable

® Log rule should
be added before
other action

Copy

Remove

Rezet Counters

Reset All Counters

| Cormment |

Filter Rules |N.-i‘-.T Mangle Service Ports  Connections  Address Lists  Layer? Protocols
| 1 || —| | o || b o | ||“:I| | ?| | 00 Reszet Counters || 00 Reset All Counters |

# | |.-'l'-.n:ti|:|n |I:hain |F"rn:-h:n:-:n| |Ir'|. Inter...|Dut. k... | Bytes |F"an:ket$
] & log irpt 1 [icmp] 4 9FKIB a0

(o]



S

IP

Fouting

Parts

[ueues
Dirivers
Syztem

Files

Log

SHMP

sers

R adiuz

Toals

MHew Terminal
T elret
Fazsword
Certific:ates
Make Supout.rif
bd aruial

Exit

Firewall Log

N [og

all

Jand02415970 23:41:51

Jand02/1370 23:41:52

Jand02/1370 23:41:52

Jan/02415970 23:41:53

Jand02/1370 23:41:53

Jand02/1370 23:41:54

Jand0241970 23:41:54

Jand02415970 23:41:55

Jand02415970 23:41:55

Jand02415970 23:41:56

Jand02415970 23:41:56

Jand02/1370 23:41:57

Jand02/1370 23:41:57

firewsall info

firesall info

firesall info

firewsall info

firesall info

firesall info

firewsall info

firewsall info

fireweall info

firewsall info

firewsall info

firesall info

firesall info

ICMP forward: incether! out:bridgel ., src-mac 00:Oc:42:00:08: 30, proto
ICKP [type 0, code 0], 216.2393.53.147-:132.168.100. 253, len 24
ICHP farward: incbridgel out:etherl, src-mac 00:17:F2:35:02: ce, proto
ICHP [type 8, code 0], 132.168.100.263-> 216.233.59.147, len 84
ICMP forward: incetherl out:bridgel . sre-mac 00 Oc:42:00:08:30, prota
ICHP [type 0, code 0], 216.233.53.147-: 132 168.100. 253, len 24
ICMP forward: incbridgel oubetherl, sre-mac 00:17:F2:35:02:ce, proto
ICHP [type 8, code 0], 132.168.100.263-> 216.233.59.147, len 24
|CHP farward: incetherl out:bridael ., src-mac 00:0c:42:00:02:30, proto
ICHP [type 0, code 0], 216.233.53.147-> 132 168.100. 253, len 24
ICMP forward: inbridael outetherl, sre-mac 00:1 7:F2: 35:02: ce. proto
ICKMP [twpe B, code 0], 192 168.100.253-> 216 23953147 len B4
ICMP forward: incether] out:bridgel . sre-mac 00:Oc:42:00:08: 30, prota
ICMP [type 0, code 0], 216.2393.59.147-> 192 168.100.253, len 84
ICMP forward: incbridgel outetherl, sre-mac 00:17:F2:35:02: ce, proto
ICHMP [type 8, code 0], 192.168.100.253->216.239.59.147, len 84
ICMP forward: incetherl out:bridge . sre-mac 00:Oc:42:00:08: 30, prota
ICHP [type 0, code 0], 216.233.59.147-> 132 168.100.253, len 24
ICkP forward: incbridgel outetherl, gre-mac 00:17:F2: 35:02: ce, proto
ICHP [type 8, code 0], 192168, 100.253-> 216.239.59.147, len 84
ICMP forward: incether! out:bridgel ., src-mac 00:Oc:42:00:08: 30, proto
ICKP [type 0, code 0], 216.2393.53.147-:132.168.100. 253, len 24
ICHP farward: incbridgel out:etherl, src-mac 00:17:F2:35:02: ce, proto
ICHP [type 8, code 0], 132.168.100.263-> 216.233.59.147, len 24
|CHP farward: incetherl out:bridael ., src-mac 00:0c:42:00:02:30, proto
ICHP [type 0, code 0], 216.233.53.147-: 132 168.100. 253, len 24

(o]




Firewall chains

® Except of the built-in chains (input,
forward, output), custom chains can be
created

® Make firewall structure more simple

® Decrease load of the router



Firewall chains in Action

® Sequence of

the firewall Forward &

CUStOm Firewall rule viruses

Chal ns Firewall rule [ Firewall rule ]
action=jump — J‘ [ Firewall rule ]

® Jump-target:viruses ——

CUStom Firewall rule \ /{ action=return ]

Chal nS Can ~ [ Firewall rule ]
Firewall rule

be fOI’ v The last The last rule ]

VIFuses, firewall rule

TCP, UDP

protocols,

etc.



Firewall chain Lab ‘

® Download viruses.rsc from router
(access by FTP)

® Export the configuration by import
command

® Check the firewall



Connections

Firewall




Connection State

® Advise, drop invalid connections

® Firewall should proceed only new
packets, it iIs recommended to exclude
other types of states

® Filter rules have the “connection state”
matcher for this purpose



Connection State

® Add rule to drop invalid packets

® Add rule to accept established packets
® Add rule to accept related packets

® Let Firewall to work with new packets only



Summary



Network Address
Translation



NAT

® Router is able to change Source or
Destination address of packets flowing

trough It
® This process is called src-nat or dst-nat



SRC-NAT

New

SRC-Address SRC-Address

—

»n
e

— -] 3
Your Laptop Remote Server




DST-NAT

Private Network

Public Host
Server o -
1 * Internet -
—]
—

New DST-Address DST-Address

[EEN



NAT Chains

® To achieve these scenarios you have to
order your NAT rules In appropriate
chains: dstnat or srcnat

® NAT rules work on IF-THEN principle



DST-NAT

® DST-NAT changes packet’s destination
address and port

® |t can be used to direct internet users to
a server in your private network



DST-NAT Example

Web Server Some Computer
192.168.1.1 2 e Ompt
o Internet -
]
i _
New DST-Address DST-Address

192.168.1.1:80 207.141.27.45:80



DST-NAT Example

Create a rule to forward traffic to WEB server In
private network

Fiker Bules MAT  Mangle Service Portz  Connections  Address Lists  Layer? Protocols
all *
B New MAT Rule
: Paort I Inter.. Out. Int.| >
0 General Advanced Extra  Achion | Statistics )4 ether]
1
&ction: | dst-nat * Cancel
TodAddrezzes: 19216811 apply
To Portz: |8
et > Disable
Corrment
Copy
Remowve
Rezet Counters
Rezet All Counters
4 3
2 itemz [1

-



Redirect

® Special type of DST-NAT

® This action redirects packets to the router
itself

® |t can be used for proxying services
(DNS, HTTP)



Redirect example

DST-Address

Configured DNS_Server:53
—

w- ew DST-Address
Router:53

DNS Cache




Redirect Example

® | et's make local
users to use

Router DNS
cache

® Also make rule
for udp protocol

B NMew MAT Rule

General | Advanced Extra  Action  Statistics

Chair: | dstnat
Sz, Address:
Dgt, Address:

Pratocal:
Src. Park:
Dzt Park:
Ay, Port:
In. Interface:

Out. Interface:

Packet kark:
Connection Mark:

Routing M ark:

Connection Type:

1

¥

-

-

k.

Cancel

Apply

Dizable

Comment

Copy

Remove

Reset Caunters

Rezet &ll Counters




SRC-NAT

® SRC-NAT changes packet’s source
address

® You can use it to connect private network
to the Internet through public IP address

® Masquerade is one type of SRC-NAT



Masqguerade

Src Address Src Address

192.168.X.1 router address
—

192.168.X.1

opelonbsey

Public Se"rver



SRC-NAT Limitations

® Connecting to internal servers from
outside is not possible (DST-NAT
needed)

® Some protocols require NAT helpers to
work correctly



NAT Helpers

B Firewall

Filter Fules  MAT  Mangle Service Ports  Connections Address Lists  Layer? Protocols

B items




Firewall Tips

® Add comments to your rules

® Use Connection Tracking or Torch



Connection Tracking

® Connection tracking manages
Information about all active connections.

® |t should be enabled for Filter and NAT




Connection Tracking

- =3
- x|

Filter Bulez  MAT  Mangle Service Potz  Connections | Address Listz Laper? Protocols

T | Tracking
Src. Address Dzt Address Proto...  Connecti...  Connecti.. PZF Timeout TCF State -
I 192.168.1.2:5678 280,285 255, 255:5678 17 [u... o019
I 192.168.100.200 192168.100.2M 47 [a... o022
I 192 168.100.200:5678 255,256,266 255:5678 17 [u... 000019
I 192.168.100.2M 192.168.100.200 47 [a... o001y
&, 192168.100.251:1043 132168.100.201:8291 Bt B Connection Tracking E]
v iEnabled oK
TCP Syn Sent Timeaout: | 00:00:05
TCP Syn Received Timeout: | 00:00:05

TCF Established Timeout: | 1d 00:00:00
TCP Fin'wait Timeout: |00:00:10
TCP Cloge W ait Timeout: | 00:00:10
TCP Lagt &ck Timeout: | 00:00:10
TCP Time “fait: |00:00:10
TCF Cloze: |00:00:10

JDP Timeout: | 00:00:10
JDP Stream Timeout: | 00:03:00

ICHP Timeout; | 00:00:10
Genenic Timeout; |00:10:00

5 itemns M ax E nitries: 1 TEF SynCookie
1

2




Tools Pitg B Torch (running)
Mew Terminal Traceroute Basic Filters Start
Telnet Bandwidth Test Interface: | ether? ¥ SicoAddress:  0.0.0.0/0 Stop
Pazzword
* BTest Server Entry Timeout: | 000003 s Dst Address: |0.0.0.0/0 =
Certificates Traffic Monitar Cal mee
_ ollect ary
bl ake Supaut.rif Facket Sniffer v Sic. Address Protocol
F arual Tarch v| Dzt Address Part oL
E =it MAC S erver WLAM 1d any
Graphing
E mail
o Src. Address Dzt Address TwHRate |RxBate |[TwPack... RA=Pack...
=an 192.168.100.251 192.168.100.201 24.7 kbps  E.7 kbps g 3
Fing Speed 1921681000200 192.168.100.201 Obps 184 bps 0 1]
Flood Ping
Mebmatch

Detailed actual traffic report for interface

[EEN



Flrewall Actions

® Accept
® Drop
® Reject
® Tarpit
® log

® add-src-to-address-
list(dst)

® Jump, Return

® Passthrough



NAT Actions

Accept
DST-NAT/SRC-NAT
Redirect
Masquerade

Netmap



Summary



Bandwidth Limit



Simple Queue

® The easiest way to limit bandwidth:
® client download
® client upload

® client aggregate, download+upload



Simple Queue

® You must use Target-Address for
Simple Queue

® Rule order is important for queue rules



® Let's
create
limitation
for your
laptop

® 64k
Upload,
128k

Downloa
d

Simple Queue

IF m
Routing Simple Queues | [nterface Queuss  Queue Tree  Queue Types
Parts 4
Hususs B New Simple Queue @
. # M
Drivers Gereral | Advanced  Statisticz  Traffic Tatal  Total Statiztics | oK |
¥

B Marme: | Limnit | Cancel |
Filez

Target Address: |1592.168.%.1 : | Appiy |
Log
SMNMP v Tar load v Target Download | Dizable |
Uszers bdaw Lirnit: | Gk * | hitzs | Copy |
R adiuz * Burst

) | Remove |
Tools ¥ > Time
Mew Terminal | Reset Counters |
Telnet | FReset All Counters |
Password | Tarch |
Certificates . . .
0 items )

kake Supaout.rif Ie n I I I I I S
tarnual
E xit

addres®nfigure

1




Simple Queue

® Check your limits

® Torch is showing bandwidth rate



Using Torch

Ba=ic Filters Start

Interface:; | etherl ¥ Sro. Address (19216851

Stop
Entry Tirneout; | 0000 % .0.0s0 Close
. Collect ary
S I I I v| Sic. Address
e e Ct O Ca Dzt Addresz L
network
- Src. Add R at T Pack... R Pack...
Interface ﬁggfj 17 bps o : o : .
10,5851 7 bps 0 0
. 192.168.1.10 122 bpz 1] 1]
S ee aCtu al 84.215.125.239 1634 bps 2 1
bandwidth
5 items Tatal Te: 2.4 kbps |Tatal R« 2.2 kbps Tatal T= Packet: 2 Tatal B= Packet: 1

[EEN



Specific Server le‘

Bl New Simple Que

. Let S Create Genera | Advance d  Statistics Traffic  Total  Total Statistics QK

bandwidth —
Packet kMarksz: - Apply
I I m It to Dzt Address: B192.1 EE.‘ﬂ 0424 . Dizable
Interface: | all ¥
. k . k Copy
I\/I I rOTI " COI I l T arget Upload Target Download Remove
Lirnit At | unlirmited *  unlimited *  hitzfs
Reset Counters
. Hueue Type: | default-zrmall * default-zmall *
D T-a reSS Resst All Counters
Farent D | hone * Tarch

IS used for ety [3
this

® Rules order
IS Important




Specific Server le‘

® P|ng B New Simple Que
Genera | Advance d  Statistics  Traffic  Total  Total Statistics k.
[=le] =2 - Cancel
Facket Markz: - Appl
D=t Address: - Dizabl
Interface: ¥
® put MikroTik
u I ro I arget Uploa Remowve
Lirnit &t | unlimited btz
address to DST- | e Coier
Rezet All Counters
ad d reSS Farent ;| haone > Tarch
Priarity: |3 . .
MikroTik.com

® MikroTik address
can be used as
Target-address
too L

Address




Specific Server LimN

® DST-address is useful to set
unlimited access to the local
network resources

® Target-address and DST-
addresses can be vice versa



Bandwidth Test Utility

® Bandwidth test can be used to monitor
throughput to remote device

® Bandwidth test works between two
MikroTik routers

® Bandwidth test utility available for
Windows

® Bandwidth test is available on
MikroTik.com



Bandwidth Test on
Router

. Test To: | TNEKINA]
® Set Test To as testing address
® Select protocol
® TCP supports multiple -

connections e :

® Authentication might be
required

a -
=




Bandwidth Server

® Set Test To as testing address

® Select protocol

® TCP supports multiple
connections

® Authentication might be
required

|

Tx/Rx 105 Average:

Tx/Rx Average:

0 bpsf0 bps

0 bpsf0 bps

-Tx:
-Rx:




® Server should be enabled i i e r—

® |t is advised to use enabled
Authenticate

0 ikems




® Let's configure

higher priority

for gueues
® Priority 1 is o T

hlgher th an 8 Queue Type: |default-smal default-smal s —
® There should be | ™" W

at least two Set Higher Priority

priority



Simple Queue Monitor

® |tis possible to get graph for each queue
simple rule

® Graphs show how much traffic is passed
trough queue



Simple Queue Monitor

- x|

Resource Graphe Oueus Rules | |nterface Rule: Fezource Rules

s I Graphing Settings
Simple Queue Allow Address Store on D Allow Target |
all 0.0.0.040 yes [T

Bl New Queue Graphing Rule

Let’'s enable graphing Sinple Quee; FINI—F [ o
Allowy Address: | 0.0.0.0/0 Cancel
for Queues

v Store on Dizk

Apply

v Allows Target

Copy

Remowe

1 item




Simple Queue Monitor

® Graphs are
available on Queue Statistics
WWW Limit

Source-address: 192.168.1.1/32
Destination-address: 0.0.0.0/0

Max-limit: unlimited/unlimired (Total: unlimited)

. TO Vi eW Limit-at: unlimired/unlimited (Total: unlimited)
Last update: Thu Jan 1 21:45:44 1970
graphs

< | ¢ | |55 4+ | @ hup//192.168.100.1/graphs/queue/Limit/

"Daily" Graph (5 Minute Average)

I dh

» g o>
[}
i}
[}
E Zh
o
(e}
= 1k
o

.'f’Iﬂ:‘i - CI b r"ﬁ.\"fl‘ﬂﬂf - I:' b CLI.L‘L'{T.I . CI b

it to yO u r Max Out: 0b Average Out: 0 b Current Out: O b
customer

14 16 18 20 22 o 2 4 &6 & 1o 12 14 156 15 =20



Advanced Queing



Mangle

Mangle is used to mark packets
Separate different type of traffic

Marks are active within the router

Used for queue to set different limitation

Mangle do not change packet structure
(except DSCP, TTL specific actions)



vial lyle
Actions

Mark-Connection

| connection Packet ’l Packet \
Marking Marked Marked

2 connection Packet Packet
Marking Marked Marked

Mark-Packet

| connection ‘ Packet >| Packet .| Packet \
Marking Marking Marking

? connection Packet Packet Packet

Marking Marking Marking



vial lyle
Actions

® Mark-connection uses connection
tracking

® Information about new connection added to
connection tracking table

® Mark-packet works with packet directly

® Router follows each packet to apply mark-
packet



Optimal Mangle

® Queues have packet-mark option only

Combine Mark-Connection
and Mark-Packet

| connection Packet —Dl Packet \

mark-connection Marked Marked
mark-packet

2 connection ‘ Packet —Pl Packet \

mark-connection Marked Marked
mark-packet




Optimal Mangle

® Mark new connection with mark-
connection

® Add mark-packet for every mark-
connection



Mangle Example

® Imagine you have second client on the
router network with 192.168.X.55 IP

address

® Let's create two different marks (Gold,
Silver ), one for your computer and second

for 192.168.X.55



Mark Connection

New Mangle Rule New Mangle Rule Ei

ceneral | advanced Extra | Action  Statistics General  Advanced  Exkra  Action | Statistics | K |

Chain: |Forward Ackion: |mark connection ¥ | Cancel |

Sre, Address: 192.168.5.1 ark ser 1 * | Apply |
Dst, Address: v Passthrough X

| Dizable |

Protocol: | Cornrmenk |

o |

| Remove |

| Reset Counters |

Pzp: | Reset all Counters |

In. Inkerface:

Cut, Interface:

Packet Marlk:
Conneckion Mark:

Routing Mark:

Connecktion Type:

Conneckion Skake:

|




Mark Packet

New Mangle Rule New Mangle Rule | x|
General | Advanced  Extra | Action | Skatiskics General  Adwanced  Extra  Ackion | Statiskics Ok
Ackion: |mark packet " * | Cancel

Reset All Counters

Src, Address: | || > | Apply |
Dsk, Address: | | Dizable |
Protocol: | | Carmmenkt |
Src. Park: | | Copy |
Drsk. Port: | | Remove |
&y, Pork: | | Reset Counters |
pzp: | | |

In. Inketface: |

Cut, Interface: |

Packek Mark: |

Routing Mark: |

Conneckion Type: |

Caonneckion State: |

disabled | |disabled

[EEN




Mangle Example

® Add Marks for second user too

® There should be 4 mangle rules for two
groups



Advanced Queuing

® Replace hundreds of queues with just few
® Set the same limit to any user

® Equalize available bandwidth between
USers



PCQ

PCQ Is advanced Queue type

PCQ uses classifier to divide traffic (from
client point of view; src-address is upload,
dst-address Is download)



PCQ, one limit to all

® PCQ allows to set one limit to all users
with one queue

Queue Type <PCO_download > Ed
Simple Queues  Interface Queues  Cueus Type Name: | TasiR e
+/= v )
Tvpe Mame Kind -
appl
PCQ_download pcg Rate: [S12k
default pfifo —
default-small pfifo Lt
ethernet-default I:IFIFEI Takal Limik: 2000 m
hotspok-default sfg . -
synchronous-default red Classifier
wireless-defaulk sfq Src. Address sk, Address
Src. Pork Disk, Park
7 items {1 selected)
1



One limit to all

Multiple queue rules are changed by one

New Simple Queue E3
General Advanced | Statistics  Traffic  Tokal  Tokal Statistics | oK |
= g | Cancel |
Packet Marks: - | apply |
Dst, Address: w7 | Disahle |
Interface: &l * | Comment |
Target Upload Target Download | Copy |
Limit At: |unlimited * | |unfimited * | bitsfs | Remave |

Quee Type: BPCO Upload * | |PCO_Upload *
| Reset Counters |
Parent: none * | Reset All Counters |
Priority: |8 | Tarch |

1



PCQ, equalize
bandwidth

® Equally share bandwidth between
customers

X|
Simple Queues  Interface Queues Queus Tree WQueue Types
4 r
Twpe Mame Kind -
PZo_Upload =gl Mew Queue Type E]
PCio_download pcg - —
default pfifa [EEER e oad
default-small pfifia kind: |pcg ¥ m
ethernet-default pfifo -
oo o i
synchronous-default red
wireless-defaulk sfq Limit: |50
Tokal Lirmik: (2000
Classifier
Src. Address sk, Address
Stc. Pork Dsk, Pork
5 ikems
1



Equalize bandwidth

® 1M upload/2M download is shared between
users

Reset Counters Reset Counters

*

Reset All Counkers | Parent: none Reset All Counters

Tarch Priority: |8 Torch

New Simple Queue | x| Simple Queue E
ieneral | Advanced  Statistics  Traffic  Total  Total Statistics | ik | ieral  Advanced | Stakistics  Traffic | Tokal  Tobal Skatiskics | o' |
Mame: queuel | Cancel | PzP: e | Cancel |
Target Address: W9Z2,165,0,0/24 = | apply | ket Marks: - | apply |
| Target Upload v| Target Download | Disable | e v | Disable |
il *| |90 * | bitsfs | Comment | Wftsiifenzy BN hd | Comment |
*— Bursk

Hr= | Copy | Target Upload Target Download | Copy |

— Time = =
| Rlemove ‘ Limit &k: (unlimited * | |unlimited ¥ | bits)'s | Remayve |

|



PCQ Lab

® Teacher is going to make PCQ lab on the
router

® Two PCQ scenarios are going to be used
with mangle



Summary



Wireless



What i1s Wireless

® RouterOS supports various radio
modules that allow communication over
the air (2.4GHz and 5GHz)

® MikroTik RouterOS provides a complete
support for IEEE 802.11a, 802.11b and
802.11g wireless networking standards



Wireless Standards

® |EEE 802.11b - 2.4GHz frequencies,
11Mbps

® |EEE 802.119g - 2.4GHz frequencies,
54Mbps

® |EEE 802.11a - 5GHz frequencies,
54Mbps

® IEEE 802.11n - draft, 2.4GHz - 5GHz

1
e



802 11 b/g Channels

11

.

=

B

S,

2483

® (11) 22 MHz wide channels (US)

® 3 non-overlapping channels

® 3 Access Points can occupy same area without

interfering

1
e



802.11a Channels

36 40 42 44 48 50 52

5150 5180 5200 5220 5240 5260
149 152 153 157 160 161
5760 | 5800
- - \I\
\

5735 5745 5765 5785 5805 5815

® (12) 20 MHz wide channels
® (5) 40MHz wide turbo channels

1

R

5350



Supported Bands

All 5GHz (802.11a) and 2.4GHz (802.11b/q),
iIncluding small channels



Supported
Frequencies

® Depending on your country regulations
wireless card might support

® 2.4GHz: 2312 - 2499 MHz
® 5GHz: 4920 - 6100 MHz



I'\'J'JI)’ \UUul Il y

Regula#

reless zeneral Wireless | Data Rates

advanced  WD3S | oK |
Brid =
reas Made: ||| Cancel |
Mesh
Band: |Z.4iEHz-BiG * annl
- | pply |
B ¥
P Frequency: |2412 MHz | Enable |
S5ID: |abc -
IPv6 | Commert |
MPLS Fadio Mame; |000C421B4EES
Torch
WPLS Scan Lisk: R | |
i Scan...
FaEJATg Security Profile: |default * | |
S . I . f Syskem | Freq. Usage... |
¢ o i *
et wireless interface - —
Files nited skakes * | =i |
niff. ..
tO apply you r Log Antahna Mode: |antenna a * | - |
i Mooper., ..,
Radius Ankenna Gain: |0 dBi
- Tools Reset Configuration |
CO u n ry re g u a I O n S Mew Terminal DFS Made: |nons * w
Sirmple Mode
MetaR OUTER Proprietary Extensions: |posk-2.9.25 * &
Make Supout. rif Wik Support: |disabled *
Manual
Exit Default AF Tx Rate: w bps
Default Client Tx Rate: * hps
v| Default Authenticate
v Default Forward
Hide 5510
disabled disabled

|



RADIO Name

® We will use RADIO Name for the same
purposes as router identity

® Set RADIO Name as Number+Your
Name



Wireless Network

;)
=



Station Configuration

M Interface <wlan1 >

Set Interface
mode=station

Select band

Set SSID, Wireless
Network Identity

Frequency is not
important for client,
use scan-list

b ode:

Default AP T Bate:

Default Client T= Fate:

Genera | Wirelezz WDS  Msteme tatus

station




Connect List

-
Interfaces  Mstreme Dual  Access List  Fegistration  Connect List | Security Profiles

® Setofrules |« v

# Interfaal Sh... Security ..

used by
. Interface: ¥
Statl O n tO MAC Address: -
v Connect
select | E=R
S5ID: -
aC C e S S - Area Prefi -
. Signal Strength Range: |-120.120
p O I nt Securnty Profile: | default ¥

0 iternz

[EEN



Connect List Lab '

® Currently your router is connected to
class access-point

® | et’'s make rule to disallow connection to
class access-point

® Use connect-list matchers



Access Point
Config

General “wWireless wiDS  Mstreme  Statuz | oK
. S et I n te rface Mode: |ap bridge Cancel
Band: | 24GH=z-B/G Apply
mode=ap-bridge
Comment
. | %i%g Tarzh
Select band Y8
2442 Scan...
2447
. 2452 Freq. Usage...
® Set SSID, Wireless e i

2472 Shiff...

|
- |

N etWO rk I d e ntlty v [Default Authenticate | Shooper. ..
|

v| Default Forward
Hide 551D

® S et F e q uen Cy Compression T

Fezet Configuration

TARing IURning ap

[EEN



Snhooper wireless
monitor

B Snooper <wlanl > [running)

® Use Snooper to [t s
get total VieW Of I:I::rj:nlaquen-:... Band Address SsSiD Of Freq. [%] Of Traf. %] |Bandwadth :

e
] 2412 24GHz... 00:0C:42:0... hotzpat n.a 0.0 T
. G 2412 24GHz. O0:0C:420. Kris 0.0 0.0 Settings...
th e WI re I eSS izl 24172 24GHz... 00:0B:6B:4... hotzpot na 2.0
] 2412 24GHz.. 00:0C:421... hotspot ns 2.0
@ 2427 2 4GHz... 0.0
n etWO rkS O n 6 2452 2 4GHz . 18
&5 2447 24AGH=z... 14
@ 2437 2 4GHz.. 40
used band &) 7. 24GHz.. O0:0C420.. den 05
B2 24GH=z.. 00:19:5B:.. default 07y
@ 2442 2 4GHz... 28
Ei 2 24GHz.. 00:0B:GE:3.. seta 1.0
® . 2462 2 4GHz.. 25
ereless &2 24GHz. 00:1D:7E... linksys SE.. 0.9
@ 2432 2 4GHz.. 47
G2 24GHz.. OD:0E:ZEF._. MY MEW.. 1.1

Inte rface IS @ EE;E? 313352111 O0:0C:42:0. stendi 13:3

B2 24GHz.. 000C:42:0.. stendi 1.0
d - d Eia o 24GHz.. 00:0B:6E:3.. stend 1.0
Isconnecte B o :
h . Eba o 24GH=z.. 00:0C:42:0.. 0.0
t this moment [ =
a IS O en 31 itemnsz
1



Registration Table

B Wireless Tables

Interfaces  Mstreme Dual  Access List  Fedistration | Connect List Security Profiles

N
R adio Mame FALC Addresz

® View all | Shwn.
connected
wireless
Interfaces

Interface |l ptirne ap W . Last Activit.. | Signal Strengt... T=#/R= Rate hal
1 wilan 00:08:51 wes na 0.670 -26 48Mbps/1Mbps

1 item

[EEN



Security on Access Point

® Access-list is
used to set MAC-
address security

® Disable Default-
Authentication to
use only Access-
list

B Interface <wlan1 > E]
il Gereral “Wieless WDS  Nstreme  Status | .. | (] |

Mode:
Band:
Frequency:
SSID:
Scan List:

Security Prafile:

Antenna Mode:

Default AP Tx R ate:

Default Client Tx R ate:

dizabled

shation

2. 4GHz-B/G
2412
REGO0L

default

antenna a

L

4 | #

kMHz

b

L

LR

bpz

bpz

iDefault Authenticate

Compreszzion

| Cancel |
Apply
| Enable |
| Cormment |Iﬁ
ok |
| Torch | Cancel
| Scan... | E
| Freq. Uzage... | E
Aligr... @I
Shiff... Co
Shooper. .. %

| Fezet Configuration |

| Advanced Mode |

dizabled

|_I

[EEN



Default Authentication

® Yes, Access-List rules are checked,
client iIs able to connect, If there Is no
deny rule

® No, only Access-List rule are checked



Access-List Lab

® Since you have mode=station configured
we are going to make lab on teacher’s

router
® Disable connection for specific client

® Allow connection only for specific clients



Security

® Let's enable encryption on wireless
network

® You must use WPA or WPA2 encryption
protocols

® All devices on the network should have
the same security options



Security

Wireless Tables

* | et’'s create WPA
encryption for our
wireless network

* WPA Pre-Shared
Key Is
mikrotiktraining

Interfaces  Mstreme Dual | Access Lisk | Reqgiskration  Cormneck Lisk Security I:'r'2'|:i|l35|

=] 7]

New Security Profile

[ame /Mo General |RADIUS EAP  Static Keys

<

o

defaulk not Mame: |profilel
dynamic keys E

Cancel

Apply

ication Tvpes
WRAZ PSE
| WPAZ EAP

— Unicast Ciphers

Ekip aes com
—aroup Ciphers
Ekip aes com

WPA Pre-Shared Key:

BE bk i S i |

1 item

WPAZ Pre-Shared key:

Supplicant Idenkity: | |

Group Key Update: |IIIIII:IIIS:IIIIII |

Managernent Protection: |al|n:uweu:| || * |

Management Protection Kesw: | |

Copy

Rermove

| Concel ]
=




Configuration Tip

03:14:52 Hide Passwaords BB |

® TO VieW h|dden Pre- B New Security Profile

General  RADIUS EAF  Static Keps ak.

Shared Key, CIICk On S ecLrnty Cancel
H id e PaSSWO rds Mode: | denamic keys Apply

Authentication Types
v| WP PSE v| WwWPs2 PSK Copy
s EAR WRAZ EAFP Remove

® |tis possible to VieW | o
other hidden o

Group Ciphers

information, except v tkip | .aes-c:.cm
rOUter password re-Shared Key: | mikratiktraining

WwiPaE Pre-Shared Kew: | mikrotiktraining

Group Key Update: | 00:05:00




Drop Connections
between clients

Default -Forwarding used L
to disable S o
communications between | swaene. Tl
clients connected to the | — ==
same access-point et




Default Forwarding

® Access-List rules have higher priority

® Check your access-list if connection
between client is working



Nstreme

® MikroTik proprietary wireless protocol

® Improves wireless links, especially long-
range links

® To use it on your network, enable
protocol on all wireless devices of this
network



Bl Interface =wlanl >

WwiDS  Mstreme | Statuz | Advanced Status |

® Enable Nstreme
on your router e

® Check the
connection status

® Nstreme should
be enabled on
both routers




Summary



Bridging



Bridge Wireless Network

Class AP

Your Laptop Your Router 1
..... o .' \'_'.

- Internet

. : — T ’W {
192.168. X, 192.168.X.25 - =

1 4 |
DHCP-Client

Let’s get back to our configuration

1
a



blriuyge vvileliess
Noetwork

We are going to create
one big network

*
! L
-
T e

L
Ll
Ly = = ¥ r m .",-";

. ~, ﬁ Internet *
|




Bridge

® We are going to bridge local Ethernet
interface with Internet wireless interface

® Bridge unites different physical interfaces
iInto one logical interface

® All your laptops will be in the same
network



Bridge

® To bridge you need to create
bridge interface

® Add interfaces to bridge ports

19
2



Create Bridge

® Bridge is configured from /interface
bridge menu

Torch

New Interface Ed
Bridde |Ports Filters MAT Hosts @eneral | STP Status  Traffic "
@ i Mame:
Mame Type Twpe: |Bridge apply
MTLU: [1500 _
L2 MTL:
MAC Address:
ARP: |enabled +*
Admin. MAC Address: -

4

0 items out of 4

19



Add Bridge Port

® Interfaces are added to bridge via
ports

Brdae ey Bridge Port ] I
Bridge FPorts |Filters NAT HC General |StEItLIs
vl%|al ¥ 3] | [ corems ||
Inkerface 4 |Bridge . = E|
1 Atetherz bridge1 Bridge: |bridgel "+ Apply
I ttethers bridgel
Prioriky: |8III |he><
Path Cost: |10 |
Harizon: | |v Copy
-R
Edge: |aut|:| ||$ -E'-'-":""'E
Point To Poink: |autu:u ||3
External FDE: |auI:|:| ||3
2 items (1 selected) disabled B
19



Bridge

® There are no problems to bridge Ethernet
interface

® Wireless Clients (mode=station ) do not
support bridging due the limitation of
802.11



Bridge Wireless

® \WDS allows to add wireless client to
bridge

® WDS (Wireless Distribution System)
enables connection between Access
Point and Access Point



Set WDS Mode

® Station-wds is
special station
mode with
WDS support

|

Interface <wlanl >

General Wireless | WDS  Mstreme  Skatus

Band:

Frequency:
5510

Scan Lisk:
Security Profile:

Antenna Mode:

Default AP Tx Rate:

Defaulk Client Tx Rate:

disabled

skakion wds
2,4GHz-B/G
2412

abc

default

antenna a

v| Defaulk Authenticake

+|

+|

* bps

 bps

(8.4

Cancel

Apply

Enable

ammenk

Tarch

Freq. Usage...

Align...

SnifF. ..

Snooper, ..

Reset Configuration

Scan... |

Advanced Mode

disabled




Add Bridge Ports

® Add pu bl IC and E:d321 ;”dge b;idgEI :x
local interface to e
bridge Edge: |auto z

Paoink To Poink: |auko

® Etherl (local),
wlanl (public)

1 item




Access Point WDS

® Enable WDS on AP-bridge, use
mode=dynamic-mesh

® WDS interfaces are created on the fly
® Use default bridge for WDS interfaces

® Add Wireless Interface to Bridge



AP-bridge

® Set AP-bridge
settings

® Add Wireless
iInterface to bridge

N

Interface <wlanl >

General  Wireless

Band:
Frequency:
S5I0:

Sican Lisk:
Security Profile:

Antenna Mode:

Default AP Tx Rake:

Default Client Tx Rate:

disabled

v| Default Authenticate
v| Default Forward
Hide 5510

WhS  Mstreme  Skatus | Traffic

*

Z.4GHz-BJG ¥
2412 * | MHz
abc -

.

default *
anktenna a *

w bps

w bps

(8]4

Cancel

Apply

Enable

Carnrnenk

Torch

Freq

. Usage, ..

Align. ..

Sniff. ..

Snooper...

Reset Configuration

Adva

Scan... |

nced Mode

disabled




WDS conflguratlon

® Use dynamic-mesh

| Scan... |

WDS mode I s e I

. | Sriff... |

® \WDS interfaces are : :
created on the fly R |

® Others AP should use
dynamic-mesh too

disabled disabled




® WDS link is
established

® Dynamic interface
IS present

Bl Wireless Tables

Interfaces | bstreme Duwal  Access List Flegistration  Connect List Security Profiles

+v == =1 ?
Mame Type Tx R= TwPac... RaFPac... MAC Address hd
_H e wlani Wwireless [Atheroz ARG 0 bpz 0 bpz ] 0 0x0c:4214:07ED
DR G- ndz] WS 1 bpz 0 bpz ] 0 000C:4214:07ED

<
2 items out of 4 [1 zelected]




WDS Lab

Delete masguerade rule

Delete DHCP-client on router wireless
Interface

Use mode=station-wds on router
Enable DHCP on your laptop
Can you ping neighbor’s laptop



WDS Lab

® Your Router is Transparent Bridge now

® You should be able to ping neighbor
router and computer now

® Just use correct IP address



Restore Configuration

® To restore configuration manually
® change back to Station mode
® Add DHCP-Client on correct interface
® Add masquerade rule

® Set correct network configuration to
laptop



Summary



Routing



Route Networks

® Configuration is back
® Try to ping neighbor’s laptop
® Neighbor's address 192.168.X.1

® We are going to learn how to use route
rules to ping neighbor laptop



Route

® ip route rules define where packets
should be sent

® Let's look at /ip route rules



® Destination:
networks
which can be
reached

Gateway:
IP of the next
router to reach

destination

Routes

IP

R outing
Fort=
Queues
Drrivers
Supztem
Files

Log
SHMFP
Uzers

R adius
Tools
Mew Terminal
Telnet
Faszwaord

Certificates

Addresses
FRoutes

Pool

ARP

Firewaall
Socks
PP
Traffic Flow
Accounting
Services
Packing
MHeighborz
DHS

Wweb Prosy
DHCF Client
DHCP Server

B Route List

Routes | Buyles

4k

Dezstination
Das P 0.0.00/a
DAC P 192.168.2.0424
DAC = 192168.100.0/24

L |

132.168.100.1

3 itemnz

all *
Interface -
etherl
wlan
etherl




Default Gateway

r
e

B Route <0.0.0.0/0>

Routes  Fules General | Attibutes POk
g = i Destination: | 0.0.0.0/0 =
— apy
Destination G ateway Gateway 1921681001
DAS = 0.0.0.040 192 168100, Remowe

DefaUIt atewa - DAC P 192.168.2.0/24 ety [ienees
- DAC [ 192168.100.0/24
Interface: | etherl

neXt hop rOUter Check G ateway:
where all (0.0.0.0)

. . Diztance: 0O

traffic I1s sent cocpe: [30
Target Scope: |10
R outing b ark:

4| Pref. 5ource:

Jitems [1 zelected)

dynamic active gtatic




Set Default Gateway Lab

® Currently you have default gateway
received from DHCP-Client

® Disable automatic receiving of default
gateway in DHCP-client settings

® Add default gateway manually



Dynamic Routes

® | ook at the
other routes

® Routes with
DAC are

added
automatically

® DAC route
comes from IP
address
configuration

B Address List

Broadcast Interface
192.168.2.255 walar
92.168.100.0 192.168.100.255 etherl

Gateway Gateway ... Interfface Digt... © | Pref. Source -
192168.100.1 etherl 0

wilar 0 132168.21

etherl 0 192168.100....

I: = 192 TR 2 U524
DaC |- 1532.168.100.0/24

Jitems [1 selected]




Routes

® A - active
® D - dynamic
® C - connected

® S - static



Static Routes

® Our goal is to ping neighbor laptop

® Static route will help us to achieve this



Static Route

® Static route specifies how to reach
specific destination network

® Default gateway is also static route, it
sends all traffic (destination 0.0.0.0) to
host - the gateway



Static Route

® Additional static route is required to
reach your neighbor laptop

® Because gateway (teacher’s router)
does not have information about
student’s private network



Route to Your
Neighbor

® Remember the network structure

® Neighbor’s local network is
192.168.x.0/24

® Ask your neighbor the IP address of their
wireless interface



Network Structure

[ ]
. 8 _..—/.{ Internet ‘Jn
' ’N |¥“//




Route To Your
Neighbor

Add one route rule

Set Destination, destination IS
neighbor’s local network

Set Gateway, address which Is used to
reach destination - gateway Is IP
address of neighbor’s router wireless
Interface



Route Your Neighbor

® Add static route

® Set Destination
and Gateway

® Try to ping
Neighbor’s
Laptop

—_—

Routesr | Buyles

4n

D estination

DAS [ 0.0.0.040

DAC P 192.168.2.0/24
DAC [ 192.168.100.0...

3 itemnsz

B New Route
General | Attributes
Deztination: | [EELSERaAiRes

Gateway: 1921685254

+|

[Fateway Interface:

Check. G ateway:

HCRI

Target Scope:

R outing b ark:

N



Router To Your
Neighbor

You should be able to ping neighbor’s laptop now



Dynamic Routes

® The same configuration is possible with
dynamic routes

® Imagine you have to add static routes to
all neighbors networks

® Instead of adding tons of rules, dynamic
routing protocols can be used



Dynamic Routes

® Easy in configuration, difficult in
managing/troubleshooting

® Can use more router resources



Dynamic Routes

® We are going to use OSPF

® OSPF is very fast and optimal for
dynamic routing

® Easy in configuration



OSPF configuration

® Add correct
network to
OSPF

® OSPF
protocol will
be enabled

| Rouking
Syskem
LUeUEs
Files
Log
Radius
Tools
Mew Terrninal
MetaR QUTER.
Make Supaout, rif
Manual

Exit

BGP

Filkers
[MME
OSPFY3
Prefix Lists

RIP

RIFPng

O5SPF

Instances@ MNetworks B areas  Area Ranges | Virtual Links | ...

=] ][] [

|Netwu:urk 4 |.ﬁ.rea

Mew OSPF Network

o4

Area: |backl:u:|ne

192, 163.100.0/24

k3

Cancel
Apphy
Disable

Copy

Remove

iy

a disabled




OSPF LAB

® Check route table
® Try to ping other neighbor now

® Remember, additional knowledge required
to run OSPF on the big network



Summary



Local Network
Management



Access to Local
Network

® Plan network design carefully

® Take care of user’s local access to the
network

® Use RouterOS features to secure local
network resources



ARP

® Address Resolution Protocol

® ARP joins together client’s IP address
with MAC-address

® ARP operates dynamically, but can also
be manually configured



ARP Table

ARP table
provides: IP
address, MAC-
address and
Interface

IFP
Fouting
Parts
Cueues
Drrivers
Supstem
Files
Log
SHMP
Uszers

R adius
Tools
Mew Terminal
Telnet

Pazzward

T arhfirabas

Addrezses

Routes
=R

FPool

ARF 0
Firenwwall
Socks
UPHF
Traffic: Flaw
Aocounting
Services
FPacking
Meighbaors
OHS

Wwieh Prosy
DHCP Client

IP Address
1053235
=192, 168.100.96
= 192168100 200

3 itemsz

T

MALC Address

00:04:23:8E:BB:54
00:17F2:35:02:CE
Q0 1C: 42:C3:26:657

Interface
etherl
ether?
ether?

N




Static ARP table

® To increase network security ARP entries
can be crated manually

® Router’s client will not be able to access
Internet with changed IP address



Static ARP

configuration

® Add Static Entry to e Tl T o
ARP table R N.ameh rl Efﬁznet b th:

X

. Set for |n te r face General al:::emet Status  Traffic Elljnrfl;E

arp: reply_on Iy tO ;yTF'UE 5:;‘2”“ Apply
d i S ab I e dy n am i C MAC addresz: | 00:0C:42:20:97:62 Ez:mb;nt

ARF: | reply-only

ARP creation e =

® Disable/enable
Interface or reboot
router e




Static ARP Lab

® Make your laptop ARP entry as static

® Set arp=reply-only to Local Network
Interface

® Try to change computer IP address

® Test Internet connectivity



DHCP Server

® Dynamic Host Configuration Protocol

® Used for automatic IP address
distribution over local network

® Use DHCP only in secure networks



DHCP Server

® To setup DHCP server you should have IP
address on the interface

® Use setup command to enable DHCP server

® 1t will ask you for necessary information



DHCP-Server Setup

Addreszzes
Houtes

Foal

ARF

Fireall
Socks
UPrP
Traffic: Flow
Aocounting
SEIVICES
FPacking
Meighbors
D5

Wwieh Prowxy
L'HCF Clignt
DHEP Server
NMHIrP Relau

= B
DHCP  Metworks Leases Options  Alerts
e " D'HER Canfig DHCF Setup

M ame Interfa... | Relay Leaze Time Address Pool

A dhep S 00000 dhcp_paoall
DHCP Setup

Setup has completed successtully

...........................

We are done!

1 item

N




Important

® To configure DHCP server on bridge
set server on bridge interface

® DHCP server will be invalid , when it is
configured on bridge port



DHCP Server Lab

® Setup DHCP server on Ethernet
Interface where Laptop Is connected

® Change computer Network settings and
enable DHCP-client (Obtain an IP
address Automatically)

® Check the Internet connectivity



DHCP Server
Information

Bl DHCP Server
DHCP  Mebworks Leases | Options  Alerts

g == T Make Static | Check Status

Address Active Address | Active MAC Addre... | Active Hos... Expires After Status
192.168.100.96 00:17:F2:35:02:CE  Macintosh 2d 16:40:51 bound
19216810055 O0:1C:42:C326:57 nolBf2 2d 19:45:20 bound

Leases provide
Information about
DHCP clients

* |
2 items [1 zelected)




Winbox Configuration Tip

Show or
hide
different
Winbox
columns

BN DHCP Server X

DHCP  Metworks Leases ||:I|:uti|:|ns Alerts

EIEI @ | hake Static || Check Status |

|.ﬁ.ddress |.-'1".ctive Address |.-'1".ctive FALC .ﬁ.ddre...l.ﬁ.ctive HDS...l E wpires After | Statuz  *
D 4 192 168.100.96 00:17:F2:35:02:CE  Macintozh 2d 16:38:28 bol'  ohow Categories
oD & 192.168.100.55 00:1C: 42 C326:57  nolBR2 2d 19:42 5248V

Detail Mode
Inline Comments

Showe Columns 2w Address

. MAC Address
E:;: Next E::::E Use Src, MAC Address
Client 1D
Select All Chrl+-A SErver
Lease Time
Add A Block Access

Always Broadcast
Rate Limit

Active Address

4 I Active MAC Address

active Client ID

2 items [1 selected)

Active Host Mame
Ackive Server
Expires After
agent Circuik Id
Agent Remoke Id
Skatus




Static Lease

Bl DHCP Server

DHCP  Mebworks Leases | Options  Alerts

g == T Check Status

Address Active Address | Active MAC Addre... | Active Hos... Expires After Status

® \We can make - e T e ——
lease to be static

® Client will not get
other IP address

<

2 items [1 zelected)




Static Lease

® DHCP-server could run without dynamic
leases

® Clients will receive only preconfigured IP
address



Static Lease

|
Il DHCP Server x|

DHCP  Metworks Leaszes |I:I|:|ti|:|r'|3 Alerts

o (| =] ||| 52 T | | Make Static || Check Status

|.-'1'-.|::tix-'e Address |.-'1'-.|::tix-'e kAT .-'l'-.cldre...l.-'l‘-.l::tive HDS...l E xpires After |5tatu3 |"'l"|
D 132168100, O017F23502CE  Macintoshe2 OCidd:12 bound
00:43:27 bound

® Set Address-Pool to
static-only

® Create Static leases




HotSpot



HotSpot

® Tool for Instant Plug-and-Play Internet
access

® HotSpot provides authentication of
clients before access to public network

® |t also provides User Accounting



HotSpot Usage

® Open Access Points, Internet Cafes,
Airports, universities campuses, etc.

® Different ways of authorization

® Flexible accounting



HotSpot Requirements

® Valid IP addresses on Internet and Local
nterfaces

® DNS servers addresses added to ip dns

® At least one HotSpot user



HotSpot Setup

® HotSpot setup is easy

® Setup is similar to DHCP Server setup



HotSpot Setup

® Run ip hotspot
setup

® Select Inteface

® Proceed to
answer the
guestions

=

Servers | Server Profiles  Users  User Profiles Active  Hosts  IP Bindings  Service Ports .

I

M ame

T Haotzpot Setup

Il Hotspot Setup

@,
Mame of Local Hntg( P |
.

Fassward far thagP=®r:

Cancel

Add first HotSpot user

0 items

N

Addreszes . ™



Important Notes

® Users connected to HotSpot interface will
be disconnected from the Internet

® Client will have to authorize in HotSpot to
get access to Internet



Important Notes

® HotSpot default setup creates additional
configuration:

® DHCP-Server on HotSpot Interface

® Pool for HotSpot Clients

® Dynamic Firewall rules (Filter and NAT)



HotSpot Help

® HotSpot login page is provided when
user tries to access any web-page

® To logout from HotSpot you need to go to
_IP or
_DNS



HotSpot Setup Lab ‘

® Let's create HotSpot on local Interface

® Don't forget HotSpot login and password
or you will not be able to get the Internet



HotSpot Network Hosts

B Hotspot @
lzerz  Uszer Profiles | Achy P Bindingz Service Portz Walled Garden  “walled Garden IP List Cookies .
T
MALC Address Address ToAddresz Server Idle Time Rz Rate TzRate ||«
‘H 0017 F23%02CE  192.168.100.96 192.168.100.95 hotzpot] 00:00:03 11928 bp: 1401 bps i

1 item

Information about clients connected to HotSpot router

N



HotSpot Active Table

B Hotspot
lzerz Uzer Profiled ozt |P Binding: Service Portz Walled Garden  “Wwalled Garden P List Cookies .
ig

Server zer Darnair Address L ptirne Idle Tirme Sezzion Time ... A< Ra ¥
192.168.100.95 000040 00.00;03 Obps

I nformathn abOUt  @nhotspotl  admin
authorized
HotSpot clients

N



User Management

Server F'r-:ufileser Profiles  Active  Hostz [P Bindings  Service Partz WwWalled Garden  “walled Garden [F List

L | | 00 Reset Al Counters
Server M.ame Address mMAC Address Praofile Uptirme hd
a adrin efaulk ulix
& al drmi defaul 000000
Il New Hotspot User E]
. General | Limits  Statistics | ok, |
Add/Edit/Remove Sorver: ENN > | | Corcol |
Marme: | userl | Apply |
F d:

HotSpot users o

Address: -
| Comment |
MALC Address: - | = |

opy
Profile: | default * | = |
Emaove

Foutes: -
) | Reszet All Counters |

Email: -

1 item

N



HotSpot Walled-
Garden

® Tool to get access to specific resources
without HotSpot authorization

® Walled-Garden for HTTP and HTTPS

® Walled-Garden IP for other resources
(Telnet, SSH, Winbox, etc.)



HotSpot Walled-Garden

-
- &3
IUser Profiles  Active Hosts P Bindings = Service Porflh " alled Garden B/ slled Garden IP List  Cookies
+ = v % a7

Action Server b ethiod Dzt Host Dzt Port -
iy allows iy, ik rotik. com

0K

Server - Cancel

AIIo_w access to
mikrotik.com * [ o

- Apply

Method: hd EammEnmt
(D=t Host: wi, ik otk com | . Copy

Fath: hd

1 item [1 zelected)

N



Bypass HotSpot

. B . f.
ypPass Specitic - -
C I i e n tS Ove r _Llser Profiles  Active Hu:ustsewiu:e Ports:  Walled Garden  falled Garden IP Lizt Cookies ..

9F

T

I I Ot: ; p Ot faAC Address Address To Address Server -

Bl New Hotspot IP Binding g]

® MAC Address: i
VolIP phones,
printers,

superusers '

® |IP-binding is used
for that

0 items

N



HotSpot Bandwidth
Limits

® |tis possible to set every HotSpot user
with automatic bandwidth limit

® Dynamic queue is created for every client
from profile



HotSpot User Profile

B Hotspot User, Profile <default>

Uzer@ User Profiles Bctive  Hostdl General | Advertize  Scripts K

ge || = | Mame: | default Cancel
M arne Sezzion Tin Address Poal: | none ¥ Apply
* & default

User Profile - set M=

Idle Timeout: | none

+

00:02:00 P

of options used (oo T 21020
for SpeCIfIC Shared Users: 0 -

R ate Lirnit [rsdt=]: -
g rO u p Of |ricoming Filker: ¥
CQutgoing Filker: ¥

HotSpot clients

1 item [1 zelected)

+|

Outgoing Packet Mark:

Open Status Page: | alwaps

v| Tranzparent Proxy

default

N



HotSpot Advanced

To give each client
64k upload and
128k download, set
Rate Limit

Bl Hotspot User, Profile <default>

Lzer: Uszer Profiles B chive  Hostdl General | Advertize  Scripts
gt = Marme: | default
M ame Sezszion Tin Addrezs Poal: | none * m
L  Apply |
Seszsion Timeout: -
Idle Timeout: |none T oA

F.eepalive Timeout; | 00:02:00 o

Statuz Autorefresh; | 00:07:00

Shared Users: 0 -

R ate Limnit [r=t=]: -

Incoming Filker: *

Outgaing Filker: *

Incoming Packet tark: *

U e (I S EEEG) Outgoing Packet bark: | *

Open Statuz Page: | always

v Tranzparent Prosy

default

2



HotSpot Lab

® Add second user

® Allow access to
without HotSpot authentication for your
laptop

® Add Rate-limit 1M/1M for your laptop



Tunnels



PPPOE

® Point to Point Protocol over Ethernet is
often used to control client connections
for DSL, cable modems and plain
Ethernet networks

® MikroTik RouterOS supports PPPoE
client and PPPOE server



PPPoE Client Setup

® Add
PPPoE
client

® You need
to set
Interace

® Set Login
and
Password

Bl New Interface

General Dial Out  Statuz  Traffic 0OE.

M [nterface List

Service:  MikraTik . Cancel

Interface | Elbernet
gb "
EcIP Tunnel
IP Tunnel
WLAMN
VRRP
Bonding
Bridge

PPP Server
PPP Client
PPTP Server
PPTP Client
L2TP Server
LEZTP Client
OVPN Server
OYPR Client
PPPoE Server
PPPoE Cliey
Wirtualap

AL M ame: Apply

zer | classl Dizable

N ] Comment

Copy

CL
@
i

=
#|

Dial On Demand Remove

v Add Default Route
Uze Peer DMNS

Toarch

[l
v pap v| chap

v mzchapl v mzchap:

Status:

2



PPPoE Client Lab

Teachers are going to create PPPoE
server on their router

Disable DHCP-client on router’s outgoing
Interface

Set up PPPOE client on outgoing
interface

Set Username class, password class

2
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PPPoOE Client Setup '

® Check PPP connection
® Disable PPPOE client

® Enable DHCP client to restore old
configuration



PPPoOE Server Setup ‘

I': d]

Interfac@l PPFPoE Servers BSeciets  Profiles Active Connections

aF T
Service ... Interface bawx MTU  kMax MBU  MERU Default Profile suthentication -
B hevr PPPoE Service E]
. S I t Service Mame: | B
e e C Interface: | etherl *
Interface
Max MALU: 1480
Dizahle
MRERL: -
. K.eepalive Timeout; -
. Remove
Select Profile 5 LR

Ore Seszzion Per Host
b ax Seszions: -

Authentication
v| pap v chap
v| mzchapl v mzchaps

0 itemsz

N



PPP Secret

® User’s database

® Add login and
Password

® Select service

® Configuration is
takef from profile

—

Interface  PPPoE ServerF'rn:ufiIes Active Connections

g "I FPP Authentication & Accounting

Mame Pass dress Remote
B New PPP Secret E

M arme:
Pazzword: | pazsword
Service: |pppoe -
Caller ID: -
Profile: | default ¥
Local Address: -
Remote Address: b
Routes: -
Limnit Bytes |n: -
Lirit Bytes Out: -
4
0 itemsz

ok

Cancel

Apply

Dizable

Comment

Copy

Remove

d]

N



PPP Profiles

® Set of rules used for PPP clients

® The way to set same settings for different
clients



PPP Profile

Interface  PPPoE Severs  Secretz  Profiles |.-'1'-.n:ti'-.-'e Connechions

® | ocal address -
Server address

® Remote Address
Client address

| gk || —| | ] | | iTi | Il PPP Profile <defaultz

|Name . General |Limit3

ﬂ default
& defavlt-encr. . MName: |defau|t

Cancel
Apply

Comment

Bridge: | |- Copy
Femove
Inicoming Filter: | | -
Outgaing Filter: | | -
DMS Server: | =
WINS Server: | | =
2 itemz [1 zelected) ~ Use Compression
" default " no % pes
— Uze %) Compression
& defaul o © pes
— Use Encryphion
™ default ¢ po O wes O required
— Change TCP M55
" default " ho ¥ pes
default




PPPOE

® Important, PPPOE server runs on the
interface

® PPPoOE interface can be without IP
address configured

® For security, leave PPPOE interface
without IP address configuration



Pools

® Pool defines the range of IP addresses for
PPP, DHCP and HotSpot clients

® We will use a pool, because there will be
more than one client

® Addresses are taken from pool
automatically



Pool




PPP Status

marer x|
Interface  PPPoE Servers  Secretz  Profile@l Active Connections

- [¥

M arne 4 Semvice | Caller 1D Encoding | Address U ptirme -
L ﬂr‘u:lrmiﬁ pppoe  O0:0C:421C... 5.5.51 00:00: 30
Il PPP Active User <normis= El
General | e
M arne: |n|:|rrn|3 | Remave
S EIvICE: ||:u|:u|:u:ue |
Fing
Caller ID: | O0:0C:42:1C:51:48 |
Encoding:
Address: |5.5.5.1 |
Uptime: | 00:00;30 |
Session 1D | 81a00000 hex |
1 item | Limit Butes I | |
2



PPTP

Point to Point Tunnel Protocol provides
encrypted tunnels over IP

MikroTik RouterOS includes support for
PPTP client and server

Used to secure link between Local
Networks over Internet

For mobile or remote clients to access
company Local network resources

2
Q



PPTP

o N
- Internet -

—— |
Y
! 4
? 4
-'*

[

’ oA

/

n & -
Secured Tunnel




PPTP configuration

® PPTP configuration is very similar to
PPPoOE

® L2TP configuration is very similar to
PPTP and PPPoE



PPTP client

Bl Mew Interface

® Add PPTP
Interface

® Specify
address of
PPTP server

® Set login and
password

General [hal Dut | Statuz  Traffic

Frofile:  default-encrpption *

Add Default Route

iz
v pap v| chap
v mzchapl v mzchap

Ok

Cancel

Apply

L

zable

Comrmemnt

Copy

Remove

T

arch

Status:




PPTP Client

® That's all for PPTP client configuration

® Use Add Default Gateway to route all
router’s traffic to PPTP tunnel

® Use static routes to send specific traffic
to PPTP tunnel



PPTP Server

® PPTP
Server Is
able to
maintain
multiple
clients

® ltiseasy to
enable
PPTP

server

uuugu

IP
Routing
Paorts
Queuss
Drrivers
System
Files
Log
SHMP
Uszers

R adiuz
Tools
MHew Terminal
Telnet

FPassword

T mrkibim m b

—

Interface | PPPoE Servers  Secrets Profiles  Active Connections

T FPTF Server @ LZTF Server || O%PM Server

=

Mame

0 iternz out of 4

Tope Tx i T« FPac.. RxPac..
B PPTP Server E]
v {E nabled oK
Max MTU: 1460
Max MR 1460
MERL: -
F.eepalive Timeout: |30 -
Default Profile; | default-encyption || #

Authentication

pap
w| mzchapl

chap
v mzchap?

d1




PPTP Server Clients

® PPTP client settings are stored in ppp
secret

® ppp secret is used for PPTP, L2TP,
PPPOE clients

® ppp secret database is configured on
server



PPP Profile

® The same profile is used for PPTP,
PPPoE, L2TP and PPP clients



PPTP Lab

® Teachers are going to create PPTP
server on Teacher’s router

® Set up PPTP client on outgoing interface
® Use username class password class

® Disable PPTP interface



Proxy



What Is Proxy

® |t can speed up WEB browsing by
caching data

® HTTP Firewall



Enable Proxy

IF " Addiesses
. | Il Web Proxy Settings | |
Routing F | Eeules
Parts Paal General | Statuz  Lookups  Inzerts
ala]
BluEyEs AR Enabled hters || weh Proxp Settings |
Drivers Firewual Src. Address: v Path Method | Action | Redirect Tal Hits =]
Systenn " Socks Port: | 8080 | ———
Files UPrP | | _ear ache
Log Traffic Flaw Format Crrive. ..
SHMF Accounting Parent Proxy Port: | | h Check Drive. ..
U .
e Services Cache Drive: |s_l,lstem || > |
Radius FPacking o
Cache Administrator |Teau:her | -
Tools I* Meighbaorz
Mero Temmael DMS Max. Cache Size: |un||m|teu:| || > | kiB
Telnet [ | Cache On Disk
s DHLE Lhent Max. Client Connections: | GO0 |
Certiicates LEIL™ Sy Max. Server Connections: |EEIEI |
Make Supoutif DHCF Relay N~ - . |

The main option is Enable, other settings are optional

N



Transparent Proxy

® User need to set additional configuration
to browser to use Proxy

® Transparent proxy allows to direct all
users to proxy automatically



Transparent Proxy

Bl NAT Rule <80 Bl NAT Rule <802 x|
General | Advanced Esxtra  Actionl General Advanced  Estra  Achion | Statistics Qg

. D ST N AT I Action; |EEIET * Cancel
B r u e S Sre. Address: Apply

re q u i re d fo r Dzt Address: Dicable

Protocol: E[tcp] Comrnent
transpare nt proxy Src. Port; Copy

(1t Part: a0 Remove

. H TT P t ff. Ary. Port: Fezet Counters
ra I C I Interface: Fezet &l Counters

S h O u I d b e O, Interface:
FPacket Mark:

redirected to
ro u te r R outing karl:

Connection Type:

N



HTTP Firewall

® Proxy access list provides option to filter
DNS names

® You can make redirect to specific pages



HTTP Firewall

I Web Proxy

] 8 New web Proxy Rule =l

o = E SresAddress ] T Ok,
DSt- H OSt, We b pag e E Cist. Address: | | . Cancel
ad d reSS Dst. Part: [ || | Apply

Local Port: | | - Disable
( ) Dst. Host | | h Cornrnett
Fath: | | bt Copy
® Path, anything after enod: | > T e
Action: |a||u:uw " + |
Reset Counters
FRedirect To: | | -
Reset All Counters
Hits: |0 |
ll— ||:|isaI:|IE|:|
0 items
2



HTTP Firewall

® Create rule to drop access for specific
web-page

® Create rule to make redirect from
unwanted web-page to your company

page



Web-page logging

® Proxy can log visited Web-Pages by
USers

® Make sure you have enough resources
for logs (it is better to send them to
remote)



Web-Pages logging ‘

x|

Rules | Achons

o || w5 Find
| ' Tapics + | Prefix |.-'-‘-.|:t.i|:|n -
= —— Ml |
HlLog |
® . all (%]
Ad d I O g g I n g ru I e Jan/02A197018:19:44  system info log rule remowved by admin ;l
Jan/02A97018:41:43  system info log rule changed by admin

Jan/02/A197018:41:44  web-prosy account  10.5.8.166 HEAD http: /4 action=allow cache=iIS5
Jan/02/A970 18:42:00  web-prosy account 192168100253 GET http://google.lv/ action=allow cache=I55
192 168.100.253 GET http/Awwiw google. v/ action=allow cache=iIS5

. Jans0241970 18:42:01  web-proxy account
‘ h e C k I O g S Jan/02/1970 19:42:01  web-prosy account 192.168.100.253 GET hitp: /4w, google.v/logos/springlS. gi

action=allow cache=kIS5
Jan/0241970 18:42:14  web-prosy account 10.5.8.166 HEAD http: /Y action=allow cache=kMI55 j
| | Sy [ | ) | |
Copy
Hemaove
dizabled
]
2



Cashing to External

® Cache can be stored on the external
drives

® Store manipulates all the external drives

® Cache can be stored to IDE, SATA, USB,
CF, MicroSD drives



Store

® Manage all external disks

® Newly connected disk should be

formatted

| Swskem F Auto Upgrade
QueUes Certificates
Files Clock,
Lag Consale
R.adius Drrivers
Tools " Health
Mew Terminal Hiskary
MekaROUTER Identity
Make Supout, rif License
Manual Logging
Exit MTP Client
Packages
Password
Patks
Rebook
Resources
Scheduler

Scripks

Store List

Stores

Check Drive || Clean Drive || Formak Drive |

[rina |

|Name £ |T|:|tal Space |Free Space ataktus || V|
syskem 5z20.1 ME 463.7 ME ready
usbl 76,92 GE 60.0 GB ready

2 items




MAUU

® Add store togtpprﬁy to external disk

® Store supports proxy, user-manager,
dude

2 ikems

w



Summary



Dude



Dude

Network monitor program

Automatic discovery of devices

Draw and Layout map of your networks
Services monitor and alerts

It IS Free



Dude

® Dude consists of two parts:

1 .Dude server - the actual monitor
program. It does not have a graphical
iInterface. You can run Dude server
even on RouterOS

2.Dude client - connects to Dude server
and shows all the information it
receives



Dude Install

® Dude is available

at

® Insta

® Reao

| IS very easy

and use

next

putton

@ The Dude Setup

Choose Install Location
Zhoose the Folder in which ko install The Dude.

£)

. Y

Setup will install The Dude in the Following Folder, To install in a different Folder, click Browse
and select another Falder. Click Install to skart the installation.

Space required: 9,2MB
Space available: 25.3GE

[ < Back, ”_ Install ] [ Cancel

7
Install Dude Server on computer

w



Dude

® Dude is translated to different languages

® Available on wiki.mikrotik.com



Dude First Launch

® Discover
option Is
offered for
the first
launch

® You can
discover local
network

Fras

Contents
Hiztomy Actions
—Tools
“Z: Files
- Logs
=P Spslog
£ Debug
=P Action
[P Event

—+Metwork, Maps

Local
[= T

£

Connected

@ Freferences

i Server Help

Device Discovery

General | Services  Dewice Tepes  Advanced

Scan Metwarks: |1 92168.100.0/24 =

== || e

Agent: |default
[ Add Metwaorks Tao Auto Scan

e || e

Device Mame Preference: |DMS, SMNMP,NETBIOS. P+

Black List: | none

Dizcovery Mode: |fa$t [zzan by ping) j

Fecursive Hops: [v |3

[v Laypout Map After Discovery Complete

Dizcover

| Caricel |

Client: r< 0 bps # tx 0 bps

Toolz

mEE

LIRS

Layer:

Server: i Obps A tx 0 ..

w



Dude Lab

Download Dude from
ftp://192.168.100.254

nstall Dude

Discover Network
Add laptop and router

Disconnect Laptop from Router



Dude Usage




Dude Usage

Local Server - The Dude v?.0betal

- @ * Toals Pre_fe_uances @ Sever | Help

[ | Seitngs: | ||| 10| il — : — ==
[FHotowhotors || %= =] [€2| K | Setings | | Discover || ~Took | @] ™| Layer. [irks =] Zoom: [s0x |
Tools —— F

| % Files
~+Logs
{PDebugleg
- &ction Log
L PEvent Log
FMetwadk Maps
L Local Map
- Probes
Devices
—Metwoiks
£ Sevices
Ot ages
i Adming
- Motifications
Links
Addess Lists
Charts
Mib Hodes
-~ Functions
| 1= Panals
-admin Parel

&® |
T son Seblings
BppEarance

Reprobe & Tracerouts
fck B sompealk

Upgrede r
Force Upgrade  * 38 Terminal

- 1 ates #¥ Remote Cannection
= Remove ¥ Torch

Select m:ljacer.\.t = Bancwidth Test
O /1O tenet
000 web

w 1D

[Connected o ) Clent: ¢ 0 bps / tx 0 bps |Senver 1 58 kbps 7 tx 50.8 kbps



Troubleshooting



L ost Password

® The only solution to reset password is to
reinstall the router

31
2



RouterBOARD
License

® All purchased licenses are stored in the
MikroTik account server

® |If your router loses the Key for some
reason - just log into mikrotik.com to get
it from keys list

® If the key is not in the list use Request
Key option

31
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Bad Wireless Signal

® check that the antenna connector is
connected 'main' antenna connector

® check that there is no water or moisture
In the cable

® check that the default settings for the
radio are being used

® Use interface wireless reset-configuration

31
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No Connection

Try different Ethernet port or cable
Use reset jumper on RouterBOARD

Use serial console to view any possible
messages

Use netinstall if possible

Contact support (support@mikrotik.com)

31
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Before Certification
Test

® Reset the router
® Restore backup or restore configuration

® Make sure you have access to the
Internet and to training.mikrotik.com



Certification Test



Certification test

® Go to http://training.mikrotik.com
® Login with your account
® Look for US/Dallas Training

® Select Essential Training Test



Instructions



